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Abstract

The W3C Attribution API is an emerging standard for
privacy-preserving advertising measurement. Its current
privacy architecture enforces individual differential privacy
(IDP) independently for each domain (e.g., an advertiser)
issuing queries. We show that this guarantee is unsound
under realistic system behavior: it fails under cross-querier
data adaptivity and can also fail when shared limits are
enforced across queriers. The issue is not the on-device
accounting model itself — device-epoch IDP - but treating
each querying domain in isolation. We propose Big Bird, a
privacy-budget manager that makes global device-epoch
IDP - enforced jointly across all domains — both sound and
deployable for Attribution. Big Bird addresses the main ob-
stacle to global enforcement in open multi-querier systems:
denial-of-service depletion of a shared global budget by
Sybil web domains. Its key insight is that benign Attribution
workloads have a stock-and-flow structure: impressions
create potential privacy loss, conversions realize it, and
meaningful budget consumption should be tied to genuine
user actions across distinct web domains. Big Bird enforces
this structure with privacy-loss-based quotas on impression
and conversion sites and a per-user-action cap on how many
quotas can be activated, ensuring that adversarial impact
scales with genuine user interactions rather than with the
number of Sybil domains. We implement Big Bird in Rust,
integrate it into Firefox’s Attribution prototype, and evaluate
it theoretically and empirically on real ad-tech data. We
show that Big Bird provides rigorous global device-epoch
IDP, formal resilience to depletion attacks, and utility for
benign queriers under attack.
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1 Introduction

An important new standard is taking shape at the W3C: the
Attribution API, designed to enable privacy-preserving ad-
vertising measurement at web scale [33, 43]. Advertising
measurement is a core economic function of the web, yet
today it relies heavily on cross-site tracking mechanisms
such as third-party cookies and fingerprinting, which under-
mine user privacy and have proven difficult to regulate or
replace. Attribution aims to provide a principled alternative:
a browser-mediated interface for cross-site measurement
that replaces raw data collection with structured, differen-
tially private aggregation.

At a high level, Attribution enables tasks such as con-
version attribution measurement - linking ads viewed on
content sites to purchases on seller sites — while ensuring
that only noisy aggregate statistics are released. Browsers
mediate all raw-data flows, store user activity locally, and re-
lease encrypted reports that are aggregated with differential
privacy (DP), eliminating the need for cross-site tracking or
centralized user-level data collection.

A key feature of Attribution is device-side privacy account-
ing based on individual differential privacy (IDP), which we
developed for Attribution in prior work, Cookie Monster [43].
Each browser enforces a per-epoch privacy budget for each
querier (e.g., an advertiser), deducting privacy loss before
releasing reports. This design offers strong utility by charg-
ing privacy loss only when a user meaningfully contributes
to a query, and it has been adopted as the foundation of the
emerging standard - including its per-querier enforcement
scope. The standard is being developed with participation
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from all major browsers; as of August 2026 it is in Wide-Area
Review, en route to Candidate Recommendation.

Given its role as a web standard — not merely an implemen-
tation, and likely to be deployed across billions of devices
- scrutinizing Attribution’s privacy guarantees is essential
and urgent. We therefore ask: are its guarantees sound, and
can they be enforced robustly in practice?

Contribution 1: We show that Attribution’s central privacy
guarantee — device-epoch IDP enforced per querier - is fun-
damentally unsound under realistic system behavior. The
issue is not IDP or the device-epoch unit, but per-querier
enforcement. In multi-querier systems, privacy guarantees
must account for interactions across queriers. We identify
two failure modes: (1) cross-querier data adaptivity in stream-
ing settings causes privacy loss to exceed per-querier bounds,
even without collusion; and (2) introducing shared limits
across queriers, a common defense against collusion, also
violates per-querier guarantees. We prove these results in a
general DP system model, showing that the problem is not
specific to Attribution but reflects a fundamental mismatch
between per-querier enforcement and deployment realities.

Focusing on Attribution, we therefore advocate global
device-epoch IDP - enforced across all queriers - as the
sound privacy foundation. However, global enforcement in-
troduces a key systems challenge. In open environments
where any domain can invoke the API, a shared global pri-
vacy budget becomes vulnerable to denial-of-service deple-
tion: adversarial domains can exhaust users’ budgets, pre-
venting benign measurement.

Contribution 2: We present Big Bird, a global privacy-
budget manager for Attribution that provides both rigorous
global IDP enforcement and resilience to depletion attacks by
untrusted web domains. Big Bird is based on a key structural
insight: legitimate Attribution workloads exhibit a stock-
and-flow pattern of privacy consumption, where impressions
create potential privacy loss (stock) and conversions realize
it (flow), tied to genuine user actions across sites. Attacks
violate this structure by generating stock and flow without
corresponding user activity.

Big Bird restores this structure using coordinated, IDP-
aligned quotas on impression sites, conversion sites, and
per-user-action domain participation. These constraints en-
sure that privacy-budget consumption — whether benign or
adversarial — scales with genuine user interactions rather
than with the number of attacker-controlled (Sybil) domains.

We implement Big Bird in Rust as a generic IDP budget
management library, pdslib, integrate it into Firefox’s At-
tribution prototype, analyze it theoretically, and evaluate
it empirically on real ad-tech data. Our results show that
Big Bird enforces rigorous global device-epoch IDP, achieves
formal resilience to depletion attacks, and preserves utility
for benign workloads under attack.
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Both contributions are now part of the Attribution draft.!
Following the recommendation in §3.4, the specification
added a section recording our results as limitations of per-
querier semantics and discussing their implications [35].
The draft also adopted the Big Bird algorithm from §4 (Alg.
2) as its budget-management mechanism [34]. The latter
resolved an open issue [19]—DoS depletion of the global
safety limits—that the editors had flagged as a blocker to
the standard’s reaching the Wide-Area Review stage, which
it has since reached. We also release our source code as a
reference implementation for the standard as well as for
broader use cases: pdslib at https://github.com/columbia/
pdslib, Firefox integration at https://github.com/columbia/
pdslib-firefox, and experimental infrastructure at https://
github.com/columbia/bigbird. Indeed, while we focus on
Attribution, our results have broader implications for DP
systems in untrusted querier settings: (1) multi-granularity
enforcement is fundamentally unsound, and (2) global bud-
get management requires depletion defenses aligned with
the structure of benign workloads. We view Big Bird as one
step toward this broader design space.

2 Background
2.1 Attribution API Architecture

W3C Attribution is a privacy-preserving, browser-based
interface for cross-site conversion measurement. Figure 1
shows the workflow, involving four principals, where .ex
denotes fictional example domains: (1) impression sites (e.g.,
news.ex, blog.ex) register shown ads via saveImpression ();
(2) conversion sites (e.g., shoes.ex) call measureConversion ()
to request encrypted reports of which ads a user saw; (3)
intermediaries (e.g., adtech.ex) receive encrypted reports; and
(4) aggregation services (e.g., divviup.org) aggregate reports

IB.C. and M.T. are specification editors [33]. All changes described here
were proposed, discussed, and adopted through the W3C public process.
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and add DP noise using trusted MPC or TEE.

The browser mediates all information flows: impressions
are stored locally, conversions trigger encrypted reports, and
aggregators release only DP-protected statistics. A typical
sequence is: (1)-(2) impression sites record ads; (3) a conver-
sion site calls measureconversion (); @ the browser fetches
relevant impressions, checks local privacy budgets, and (5)
generates encrypted reports; (6)-(9) reports are batched, ag-
gregated, and released with DP noise via an aggregation
service.

Critically, privacy enforcement happens on-device. Before
releasing a report, the browser deducts the corresponding pri-
vacy loss from a local privacy budget store, returning null re-
ports when budget is exhausted (4.2). This enforcement uses
an algorithm presented in the Cookie Monster paper [43].

2.2 Cookie Monster Accounting

Our prior work, Cookie Monster [43], proposed using indi-
vidual differential privacy (IDP) [13, 14, 22] for efficient, on-
device privacy accounting in Attribution, and the accounting
it introduced is the one the standard adopted. We summarize
it here because both of this paper’s contributions build on it:
§3 revisits the scope of its guarantee, and §4 builds a budget
manager on top of its accounting.

Under IDP, each browser maintains its own privacy bud-
gets and deducts privacy loss based on the user’s actual
data contribution (the individual sensitivity), rather than a
population-wide worst-case bound (the sensitivity) as in tra-
ditional DP. This distinction enables a crucial optimization
for Attribution. Advertising signals are sparse: many users
see ads but never convert; many conversions have no match-
ing impression; and users purchase different products and
therefore participate in different queries. Cookie Monster’s
accounting exploits this sparsity. Each device partitions its
data into non-overlapping epochs (e.g., one week), and when
a conversion occurs, the browser charges privacy loss only
for epochs containing at least one impression relevant to that
conversion. If an epoch contains no such impression, the con-
version incurs zero privacy loss for that device-epoch. When
a charge is applied, it is bounded by (value / maxValue) X €,
using parameters from the measureconversion () call.

This contrasts with traditional DP, where privacy loss
is charged for every query based on population-level sen-
sitivity, even if a device contributed no relevant data. For
Attribution, avoiding charges in irrelevant epochs is essen-
tial for utility: it reduces privacy loss for typical users and
allows many measurements before budgets are exhausted.

2.3 Queriers and Privacy Guarantees

Attribution performs privacy accounting with respect to a
querier — the entity on whose behalf aggregation occurs. In
today’s API, the querier is the advertiser measuring its own
conversions. A planned extension will add intermediaries
as queriers for cross-advertiser queries (e.g., for training

ad-placement models). Each browser therefore maintains
per-epoch budgets per querier. We showed in Cookie Monster
that, when queriers are modeled in isolation, such per-querier
budgets satisfy device-epoch-level IDP [43].

The Attribution specification acknowledges a well-known
limitation: if queriers collude, their privacy losses add. To
mitigate this, the API introduces global safety limits — per-
epoch budgets spanning all queriers. In the current design,
per-querier budgets remain the primary enforcement mech-
anism, with global limits viewed as defense-in-depth.

3 Contribution 1: Per-Querier DP Analysis

Attribution’s focus on per-querier enforcement, with global
limits as defense-in-depth, is not unique. Several DP systems
have similarly proposed per-querier or per-analyst enforce-
ment [15, 16, 24, 43, 44] to align guarantees with organiza-
tional boundaries. Such guarantees are intuitively appealing,
especially when queriers can reasonably be assumed to act
independently and not collude (e.g., competing organizations
or scientists under IRB restrictions). Some of these systems
also, like Attribution, enforce DP at multiple granularities
for defense-in-depth [15, 24, 44].

Our analysis of per-querier guarantees — developed ini-
tially for Attribution but generalized here to broader DP
systems — shows that their limitations extend beyond col-
lusion. Any DP analysis has three components: (1) a for-
mal privacy property (definition, privacy unit, enforcement
scope), (2) a model of system behavior specifying how data
is generated and queried, and (3) a proof that the modeled
system satisfies the property. If the behavioral model omits
deployment-relevant behaviors that affect data generation
or querying, the proof may still be correct relative to the
model, while the stated privacy property fails to capture the
system’s actual semantics.

We identify two recurring modeling gaps in analyses of
per-querier DP. First, existing models typically treat each
querier in isolation, neglecting cross-querier influences on
data generation that naturally arise in streaming systems.
Second, when per-querier budgets and shared limits coexist,
prior work has generally modeled them separately, overlook-
ing how their joint enforcement shapes system behavior.

When these omitted behaviors are modeled, per-querier
guarantees become unsound: even without collusion, a sin-
gle querier’s view can reveal more about the dataset than
the per-querier budget permits. This does not render per-
querier budgets useless — they remain valuable engineering
constraints — but it does mean their formal guarantees rest
on stronger assumptions than previously recognized. More
broadly, these results reinforce a key takeaway: rigorous
privacy analysis relies as much on faithful system modeling
as on the mathematics of the DP proof itself.



3.1 Multi-Querier System Model

We define a generic model for a multi-querier DP system, not
specific to Attribution. Alg. 1 shows a system with K queriers
(04 ..., QK ), each with its own privacy budget F* interact-
ing with a shared database D over discrete time steps t. The
model accommodates both streams and static databases: a
data generation process G may append new data to D at
each step, while in the static case G outputs nothing after
the initial step. It supports both per-querier enforcement,
via F*, and an abstract shared limit £, which can represent
a global budget. At each step, querier k selects a query QF
based only on its own past results, thereby explicitly exclud-
ing intentional collusion. The query executes only if both F*
and £ approve, in which case the querier receives result V¥;
otherwise it receives a data-independent result L.

To analyze DP, we introduce a challenge bit y that governs
whether a particular record x, is added to the database at
time fy. Neither the queriers nor G see y, but as queriers
issue queries, their views may reveal information about it,
modeling the leakage of an individual’s presence through DP
query results. Privacy loss quantifies how hard it is for an ad-
versary to distinguish between y = 0 and y = 1, whether the
adversary controls a single querier (per-querier guarantees)
or all queriers (global guarantees).

Formally, Alg. 1 satisfies e-DP for querier k € [K] if for
VXO € X, Vto € [tmax],Vg, V(Ql, Cees Qn+1)’ VS C R tmax ;

n(Pr[Vk'(X:‘» € S] )’ <

Pr[Vk(x=D e S] )| ~
By contrast, a global guarantee would bound

Pr[Vx=es) if
Pr[vres)’ !
for example £ were implemented as a global budget.

We next analyze per-querier guarantees and show two
orthogonal cases in which they degrade linearly with the
number of queriers. These correspond to conditions (A) and
(B) in Alg. 1: adaptive data generation in streaming settings,
and the presence of a shared limit in addition to per-querier
budgets. By toggling these conditions on and off, we isolate
the effect of each on per-querier guarantees. Appendix A.3
extends these results to IDP budgets, as used in Attribution.

3.2 Failure Mode 1: Adaptive Data Generation

We first consider the case where data is generated over time
with no shared limits (£ always outputs TRUE). Adaptivity
in data generation — where new data depends on past DP
query results — has been studied in both streaming [11, 18,
21] and interactive [16, 26, 28, 43] systems. Modeling such
adaptivity is essential because it both directly affects DP
analyses, as prior work shows, and is inevitable in streaming
systems. For instance, a movie recommender may use prior
DP measurements to suggest a film, and the user’s decision
to watch it then becomes new data for future measurement.

Line 9 of Alg. 1 captures data adaptivity for multi-querier
systems: D; « Q(Vi,, el Vft), meaning data can depend
not only on one querier’s past results but also on others’.
This cross-querier dependency arises even without collu-

Alg. 1 Formal model of a generic multi-querier, pure-DP system

1: Input
2: Challenge bit y € {0,1}
3: In-or-out record xy to be inserted at time t,
4: Data generation process G
5: Queriers Q1. .., QK
6: Per-querier budgets (modeled as pure-DP filters) 77, ..., 7K
7:  Shared limit £
8: for t € [tmax] do

Data generation model:

// (A) Cross-querier data adaptivity
9: Dy« G(VL,...VK)

10: if t =ty and y =1 then
11: Dy «— Dy + xp

Query execution model:
12: fork € [K] do
13: q’; — Qk (Vft QF selects query based on its own past results

// (B) Shared-limit enforcement

new data depends on all past results
insert in-or-out record on challenge

14 if F* (g, qf)AL(gl, - g, qf) then
15: Vtk — qlf (D<t)

16:  else

17: Vtk — 1

18: return V1, .. ., VK

sion, through user behavior or mechanisms like auctions.
For example, news.ex may show an impression for either
shoes.ex OI hats. ex, depending on bids shaped by prior DP
results from both sites.

We prove that under this model, per-querier budgets (for-
malized as privacy filters [38]) with capacity € do not suffice:

Theorem 3.1 (Per-querier guarantees are unsound under adaptive data gen-|
eration). Consider Alg. 1, withK = n+1 queriers, where each ¥~ is a pure-DP|
filter with capacity € > 0, and where L always outputs TRUE (i.e., no shared|
limit). Denote by V"*(X) the view of Q™*' on challenge bit y. Then, there
exists € > 0 such that Axy € X, 3ty € [tmax], 3G, IQ, ..., Q™1 3s c
R Fmax ;

> e+ne.

PV (=0 ¢ 5]
n(Pr[V"+L<X:U c 5])

Thm. 3.1 shows that with per-querier budgets of capacity
€, privacy loss can exceed €, with excess loss growing linearly
in the number of queriers. This arises not from collusion but
from worst-case analysis that DP must account for. The proof,
given in Appendix A.1, works by constructing an example
of data generation and querying processes that exhibits that
much excess loss. While the theorem addresses only pure-
DP guarantees (yielding a linear increase in excess loss), the
result likely extends to approximate DP (with excess loss
growing with the square root of the number of queriers).

Prior analyses overlooked this point. ARA’s implemen-
tation supports multiple adtechs [17], but its proof models
only a single querier [16], effectively defining data genera-
tion as g(vft) for a fixed k rather than our more general
G(V%,...,VK). Cookie Monster, by contrast, allowed mul-
tiple queriers but modeled a static dataset in its proof [43].

3.3 Failure Mode 2: Shared Limits

We next consider the case where a shared limit is added to
a system with per-querier enforcement (line 14 in Alg. 1).



Such limits have been proposed in both static [15, 44] and
streaming [24] DP systems as defense-in-depth against col-
lusion. We instantiate £ as a pure-DP filter shared across
all queriers, which lets us quantify the excess privacy loss.
The same reasoning, however, applies to other shared-limit
mechanisms, such as caps on the total number of queries or
rate limiters or quotas spanning subsets of queriers.

We show that even without data adaptivity, per-querier
privacy loss can exceed € in the presence of a shared budget.
To isolate this effect from Thm. 3.1, we restrict attention to
static databases (G returns () after the first time step). In this
setting, the shared budget acts as a cross-querier leakage
channel, enabling excess loss that, as before, grows linearly
with the number of queriers covered by the shared limit:

Theorem 3.2 (Per-querier guarantees are unsound under adaptive query
budgets with shared limits). Take n+1 queriers, with per-querier filters with
capacity €, and a shared filter with capacity e; < (n+1)e. There existse’ > 0

such that foralln > (1_:177“52/2)2’ there exists G that returns O after the first
time step, such that 3xg € X, Ity € [tmax], IQL, ..., Q™1 IS C Rimax;
(Pr[V"“'()FO) € s])

— " |I> "
n pe[vrrieD e s )| % €+ ne

The proof constructs an attack that induces this excess loss.
While it may appear to rely on collusion, the same leakage
can arise inadvertently. At a high level, multiple queriers
spend part of their budgets on an initial measurement and
issue a follow-up query only when the result is high (e.g.,
measuring ad exposure and conditionally computing a his-
togram). The shared filter then encodes this signal: it is more
likely to be exhausted when the true value is high, since more
queriers issue follow-up queries. A new querier can thus in-
fer this information from whether its own query is accepted
or rejected, exceeding the privacy bound of its local budget.
For IDP, rejection is not directly observable, requiring a more
subtle argument (see §A.2 for DP and IDP proofs).

This effect has been missed in prior work on multi-
granularity enforcement, either because it was not formal-
ized at all [15] or because per-querier and global limits were
analyzed in isolation or under non-adaptive queriers [24, 44].
Conceptually, this is like treating the two conditions in
Tk(qlf, e ,q’f) A L(qL .. .,qf, . ..,q’;) as if they acted in-
dependently, when in real systems they are necessarily
enforced jointly.

3.4 Siloing Assumption and Takeaways

It is natural to ask whether any conditions - realistic or not
- could make per-querier enforcement sound. Appendix A.4
presents one such condition (Thm. A.3), the siloing assump-
tion: each querier operates on a completely disjoint data
stream, and shared limits are disabled or so loose that they
never block queries. Under these constraints, per-querier DP
is sound in our general model (Alg. 1).

These constraints are almost certainly unattainable in
practice. Worse, attempting to engineer them — for example
by weakening or removing shared limits — undermines the

goal of strong user privacy. We therefore strongly recom-
mend against doing so.

Instead, the takeaways are three-fold. First, Attribu-
tion should explicitly acknowledge the semantic limitations
of per-querier enforcement. Second, per-querier budgets
should be complemented with global enforcement; our sec-
ond contribution - and the remainder of this paper — shows
how to do so robustly and efficiently. Attribution has since
adopted both: the specification now records the semantic
limitations of per-querier enforcement [35], and specifies
global enforcement managed by the algorithm of §4 [34].
Third, a broader lesson for the research community: rigorous
privacy analysis depends as much on faithful system model-
ing as on DP mathematics. While this is well-understood in
formal methods, the DP literature often relies on oversim-
plified models to keep proofs simple. Our results highlight
why modeling fidelity must become a first-class concern in
DP systems research.

4 Contribution 2: Global IDP with Big Bird

Global enforcement escapes the failures of §3 because both
are failures of scope, not of DP accounting. Thm. 3.1 and
Thm. 3.2 exhibit leakage that a per-querier budget cannot see:
information routed through the data stream or through the
shared limit, and thus outside the budget meant to bound it. A
global budget has no analogous outside channel—it accounts
for the joint information released across all queriers, so cross-
querier channels are inside the quantity being bounded, not
a way around it. This section therefore claims a global guar-
antee only, and shows that sound global device-epoch IDP
is achievable under a system model we make as comprehen-
sive as we can (Thm. 4.2). Per-querier budgets remain in
the design as engineering constraints protecting utility, not
privacy; the caveats of §3 apply to them here as anywhere.

Global enforcement does, however, introduce a new sys-
tems challenge: in open, multi-querier settings with un-
trusted participants, a shared global budget becomes vul-
nerable to depletion attacks—a denial-of-service (DoS) on
utility rather than privacy. In Attribution, any web domain
can invoke the API, allowing an attacker controlling many
Sybil domains to act as distinct queriers, exhaust users’ bud-
gets, and block benign measurement. Although Attribution
introduces global safety limits for privacy, it leaves their
management unspecified and identifies DoS depletion as a
key roadblock to deployment [19].

We present Big Bird, a global budget manager for Attribu-
tion that makes device-epoch IDP both sound and deployable.
Its key idea is to align budget consumption with the struc-
ture of legitimate workloads: impressions create potential
privacy loss, conversions realize it, and meaningful consump-
tion should scale with genuine user actions across distinct
sites. Big Bird enforces this via IDP-aligned quotas on im-
pression and conversion sites and a per-user-action cap on
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domain participation, while preserving device-epoch IDP.

4.1 Threat Model

Global budgets are a shared resource, and on the web, attacker
identities are weak (Attribution uses €TLD+1 domain names)
and browser API use is generally open. An attacker can
exploit this by registering many Sybil domain names and
coordinating them to deplete a device’s global budget. If this
occurs on many devices, benign queriers are locked out of
measurement, yielding a DoS based on the privacy layer.
Example attacks. Fig. 2 shows two example DoS deple-
tion attacks effective against current Attribution. In Fig. 2a,
a malicious site x.ex uses aggressive redirection: when a
user visits x.ex, it registers impressions under many Sybil
domains posing as conversion sites, then auto-redirects the
user through them. Each Sybﬂ calls measurecConversion (),
consuming global budget. Since Attribution does per-querier
checks, it can spend up to €querier; With €global /€querier Sybils,
x.ex can exhaust a user’s global budget from a single visit.
When the user later visits a legitimate merchant (e.g., y.ex),
that merchant receives null reports — both useless and bi-
ased. If x.ex attracts many users even once, it can disable
Attribution for benign queriers across the epoch.

Attacks need not be so overt. An attacker can instead
embed many Sybil intermediaries (Fig. 2b), each requesting
reports and drawing from distinct per-querier budgets. More
subtly, it can pace Sybil activity over time or across repeated
visits to gradually drain users’ budgets, making the attack
harder to detect.

Generic attack model. The preceding examples illustrate
specific tactics that an attacker can use to deplete global
budgets in Attribution. Our objective, however, is to build
defenses at the budget-management layer that withstand a
broader class of attackers, regardless of how tactics evolve.
We thus model a generic attacker that controls a set of do-
mains visited by genuine users and aims to degrade the
accuracy of benign queriers’ measurements on genuine user
data by exhausting the global budget on users’ devices. We
characterize the attacker’s strength along three dimensions:
(i) how many domains it controls; (i) how many intentional

user actions it can induce across those domains; and (iii) how
many distinct genuine users perform these actions.
Resilience goal. The attacker’s impact in the Fig. 2 examples
is disproportionate to its strength: the attacker is weak along
one or more dimensions yet still depletes a device’s global
budget. Our goal is to restore proportionality along all three
dimensions of strength: depletion should scale not with Sybil
count alone, but with genuine user actions and with the
number of users it is able to attract, so that an attacker must
be strong along all three dimensions to deplete substantially.
We further require that this holds regardless of how the
attacker behaves or what it knows, without assuming that
benign traffic looks any particular way.

Assumptions. We exclude two classes of threats from our
model. First, we do not address bot-driven poisoning attacks
in which adversaries fabricate impressions or conversions
(including null reports) to skew aggregates. These attacks
degrade data quality rather than deplete global budgets on
genuine devices, and defending against them requires mech-
anisms orthogonal to global-budget management, such as
recently proposed fraud prevention for Attribution [6]. Our
focus is on preserving measurement availability for genuine-
user data — a prerequisite for meaningful measurement even
without the poisoning threat.

Second, we protect only benign sites that do not directly
or transitively partner with malicious ones (e.g., by em-
bedding attacker-controlled intermediaries or serving their
ads). Big Bird operates purely at the global-budget layer and
has no visibility into partner relationships or ad-network
governance; attacks that exploit such partnerships require
ecosystem-level controls (registration, contracts), not bud-
get logic. Our aim is to confine adversarial impact to sites
that interact with Sybils, while unrelated benign sites retain
utility.

4.2 Candidate Approaches

The research challenge is to add DoS depletion resilience
without overconstraining benign workloads, violating
device-epoch IDP, or undermining its optimizations. Naive
approaches fail on at least one of these fronts.

Rate-limit API calls. One could cap how many impressions
a site may log or how many reports it may request per time
unit. However, API calls are a poor proxy for privacy loss.
Under IDP, consumption depends on a user’s actual data con-
tribution, and many events incur zero loss: most impressions
never lead to conversions, and many conversions have no
attributable impression. These would still count against an
API-call limit, disabling IDP’s sparsity benefits. Worse, sites
cannot know in advance which events will incur loss, so such
caps force conservative throttling of legitimate activity and
degrade utility. Any fixed limit therefore either suppresses
benign workloads or must be set so loosely that attackers
operate beneath it.



Rate-limit total budget consumption. A more aligned
approach is to cap budget consumption itself, e.g., by limit-
ing how much global budget can be spent over short time
windows. This blocks bursty attacks like those in Fig. 2, but
fails against paced strategies that spread consumption over
time. For example, a site can exploit repeated or prolonged
user presence (e.g., an open tab) to gradually drain budget
via redirects or intermediary requests. Extending the time
window to catch such attacks risks making the limiter it-
self a DoS target. Moreover, setting the cap below €querier
harms benign workloads, especially small advertisers that
may legitimately consume their budget in bursts.

Cap total budget consumption per user action. A key
weakness in Fig. 2 is that a single user action can drain
a user’s entire global budget. A natural fix is to cap bud-
get per user action: each action initializes a budget €,ction,
shared across all queriers triggered by that action. This ties
consumption to a meaningful unit, but still allows a single
high-engagement site to deplete budget over many interac-
tions with the same user. Among candidate approaches, this
is closest to Big Bird.

Interactions of caps with device-epoch IDP. We find it
easy to define caps that violate device-epoch IDP by coupling
decisions across epochs. For example, §C presents a natural
but IDP-violating variant of the preceding approach: capping
total budget consumption across all epochs following a user
action. Any defense must therefore ensure that both checks
and consequences are confined to a single epoch; in this
paper, we show how to do so.

4.3 Big Bird Design

Based on the limitations of alternative approaches, we estab-
lish four principles for Big Bird’s design. P1: Limits should
track IDP budget consumption, not proxies such as API-call
counts, since IDP budget consumption is not always corre-
lated to the number of API calls. P2: Defenses should target
minimal, intrinsic properties of legitimate Attribution use, not
specific attack tactics (e.g., redirection chains, embedded
intermediaries, fast-fire vs. slow-burn attacks) or specula-
tive assumptions about benign workloads (e.g., that benign
traffic will never involve redirections or more than x inter-
mediaries). This keeps defenses robust as both attacks and
benign workloads evolve. P3: Global-budget use should be
ultimately tied to intentional user actions across distinct first-
party sites, since that is what Attribution is meant to measure.
P4: Attribution’s device-epoch IDP must be preserved.

Key insight: stock-and-flow. Fig. 3 illustrates this pattern.
The Attribution API is intended to measure user interactions
across distinct first-party sites, such as impression and con-
version sites. In normal Attribution use (Fig. 3a), privacy
loss should only be consumed when there is something to
measure: a user visits one site (and sees an ad) and later visits
a distinct site (and converts there). That creates a stock-and-
flow pattern for privacy budget consumption: (1) stock is

(same user)
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Fig. 3. Stock-and-flow pattern of budget consumption in Attribution.
(a) Normal use: user actions on impression sites create stock and user
actions on conversion sites trigger flows. (b) Attacks break this pattern by
automatically creating many stocks and flows from very few user actions.

created when the user visits an impression site and the site
saves an impression; and (2) flowis triggered when a user vis-
its a conversion site and the site requests a report. Non-zero
privacy loss is realized only when both steps occur, a property
afforded by the IDP mechanism. By contrast, attacks disrupt
this structure (Fig. 3b) by coalescing domains or automat-
ing stock creation and flow triggering (e.g., via automatic
redirections or embedded intermediaries), allowing substan-
tial global budget consumption from minimal user actions.
Big Bird restores this pattern with privacy-loss-based quotas
that cap stock creation and flow triggering for every caller
alike, ultimately tying both to intentional user actions.

Big Bird architecture. Fig. 4 shows the Big Bird architecture.
It sits as a management layer around Attribution’s global
budgets and protects them from depletion by enforcing quo-
tas that restore the expected stock-and-flow pattern, in each
epoch: (1) impression-site quotas limit how much stock any
one domain can contribute; (2) conversion-site quotas limit
how much flow a domain can trigger; and (3) a per-action
domain cap limits how many new domains can create quotas
in the context of a single user action.

The first two quotas are privacy budgets implemented as
IDP filters, just like global and per-querier budgets. How-
ever, their purpose is not privacy; they protect the global
budget from depletion. These quotas account for individ-
ual privacy loss in a manner aligned with the global budget
(principle P1), and constrain stock creation and flow trigger-
ing according to the expected structure of benign behavior
(P2). The per-action domain cap is not a privacy budget;
it simply restricts the number of quota budgets activated
under different domains from a single user action. Together,
these three quotas constrain consumption of the global bud-
get, forcing the attacker to behave within the bounds of
expected workload, and tie this restricted consumption to
something tangible, such as intentional user actions across
sites (P3). §4.4 formalizes the resilience properties afforded
by this quota architecture, while our evaluation quantifies
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Fig. 4. Big Bird architecture. Depicts budget structure for a single epoch,
though in reality privacy and quota budgets exist for each epoch.
them empirically. Finally, our quota enforcement is done
separately for each epoch, ensuring that Big Bird preserves
device-epoch IDP, a property we discuss in §4.5 (P4).
Example execution. Fig. 4 shows the workflow. (1)-(2) A
user sees ads on news .ex and blog.ex. (3) After purchasing
on shoes.ex, tWo measureConversion () calls are issued: (i)
one for shoes.ex (to measure a creative) and (j) one for
adtech.ex (to optimize its placement model). (4) Big Bird
processes each call by selecting relevant impressions and
attempting to deduct budgets atomically per epoch: querier,
global, conversion-site, and matching impression-site quotas.
If any deduction fails, that epoch’s contribution is dropped.
@ Two encrypted reports are returned, one per querier.
Reports (i) and (j) use parameters: epsilon=0.2 (pri-
vacy budget requested), value=75 (conversion value), and
maxValue=150 (maximum conversion value). Assume the
relevant impressions occur in epochs el and e2, while the
conversion occurs in e3. Tab. 1 shows the remaining bud-
get and quota capacities after releasing reports (i) and (j),
assuming all budgets start at the listed capacities. For report
(i), following the IDP rule used in Attribution, each rele-
vant epoch incurs privacy loss (value/maxValue) - € = 0.1,
while other epochs incur none. Only sites with matching
impressions (news.ex in el and blog.ex in e2) consume

querier global imp-quota conv-quota
epoch €querier = 0.5 -4 €imp-quota = 2 €conv-quota = 0.75
shoes.ex | adtech.ex | adtechz.ex | C8lobal news.ex | blog.ex shoes.ex
el 0.4 0.4 0.4 3.8 1.8 2 0.55
e2 0.4 0.4 0.4 3.8 2 1.8 0.55
e3 0.5 0.5 0.5 4 2 2 0.75

Tab. 1. Quota and budget states after example execution.

impression-site quota. Since all budgets for el and e2 have
sufficient capacity, deductions commit atomically in each
epoch, and the histogram is generated from these epochs.
Report (j) performs the same computation but deducts from
adtech.ex’s querier budget instead of shoes.ex’s.

Big Bird algorithm. Alg. 2 enforces quotas while preserving
device-epoch IDP. Each user action creates a context uactx,
shared across all API calls causally triggered by that action.
Browsers already have notions of intentional user action,
namely the user-activation API [5], often used to gate access
to various APIs. Within each uactx, Big Bird bounds the
number of distinct first-party domains, not API calls. This
prevents attackers from spawning many Sybil domains while
allowing arbitrary activity within each domain. This matches
normal web behavior: a benign user action may involve
one or two redirects (e.g., email links or short URLs), but is
not expected to traverse many domains. As a result, small
per-action domain cap values (e.g., 2-3) should comfortably
support benign workloads while preventing attackers from
spawning many distinct quotas to fuel depletion.

Privacy accounting occurs in measureConversion (). For
each epoch in the attribution window, the function (i)
matches impressions, (ii) computes device-epoch IDP loss
for the conversion and the finer-grained device-epoch-
impression-site losses used by impression-site quotas, and
(iii) attempts to deduct all relevant budgets in a single atomic
transaction. The finer-grained accounting prevents wasting
quota on impression sites that displayed no relevant impres-
sions. If any deduction fails, that epoch’s data contribution
is dropped with no budget impact; otherwise, all deductions
commit atomically. This prevents budget waste, preserves
the stock-and-flow structure, and ensures that decisions
based on one epoch’s data never affect another’s privacy
accounting.

A subtle but critical constraint shapes Alg.2’s structure.
A natural alternative would be to enforce the per-action do-
main cap by computing, inside measureConversion (), how
many impression-site quotas supply stock and how many
conversion-site quotas trigger flow for the report, and to
nullify the entire report if this exceeds a threshold. Big Bird
deliberately avoids this. A single report may aggregate im-
pressions and conversions from multiple epochs, and any
check that reasons about those epochs jointly would couple
their outcomes and thus their privacy losses. Because device-
epoch IDP requires each epoch’s privacy loss to depend only
on that epoch’s data, such cross-epoch checks are unsound.

Instead, Big Bird enforces the per-action domain cap us-
ing strict per-epoch separation. The count of activated quotas



Alg. 2 Big Bird algorithm

def onUserAction(uaCtx)
accessedSites[uaCtx][e] « 0 for each epoch e

def saveImpression(uaCtx, impSite, impression)
e = getCurrentEpoch()
if |accessedSites[uaCtx][e] U {impSite}| > xaction then
return // can’t allow new quotas from this user action
accessedSites[uaCtx][e] U = {impSite}
ImpressionStore[e].add(uaCtx, impression)
return

save uaCtx

def measureConversion(uaCtx, impSites, querier, convSite, params)
Separately for each epoch, match impressions and do budget
checks and privacy accounting (Steps (4.1)-(4.3) in Fig. 4).
for e € params.attributionWindow do
Check the per-action domain cap.
if |accessedSites[uaCtx][e] U convSite| > Kaction then
I, « 0 // drop epoch’s impression data from consideration
CONTINUE
accessedSites[uaCtx][e] U = {convSite}
Match impressions, filtering out impressions that querier and convSite
are not permitted to measure, including impressions from this uaCtx.
I. « MatchingFn(uaCtx, ImpressionStore[e], params)
Compute IDP loss at two granularities w/ Cookie Monster algo.
€ « computeEpochLoss(Ie, params)
for i € impSites do
€l « computeEpochImpSiteLoss(I, [i], params)
Execute budget checks & deductions as a transaction.
tx = beginTransaction()
if querierBudget[e][querier].tryConsume(e,, tx) and
globalBudget[e].tryConsume(e,, tx) and
convQuota[e][convSite].tryConsume(e,, tx) and
(impQuotal[e][i].tryConsume(e’, tx) Vi € impSites) then
tx.commit() // all budgets deducted successfully
else // a budget deduction failed
tx.abort() // undo any other budget deductions
I « O // drop epoch’s impression data from consideration
Generate attribution histogram from remaining impressions

return AttributionFn(le,, ..., I,,) e; € params.attributionWindow

is maintained not only per uactx but also per epoch. If the
cap is exceeded in epoch e, Big Bird nullifies only epoch e’s
data contribution, forcing its privacy loss to zero while leav-
ing all other epochs unaffected. No check aggregates privacy
consumption across epochs, and no failure in one epoch prop-
agates to another. This preserves device-epoch IDP while
still enforcing meaningful DoS limits tied to user actions.
Finally, we note a subtlety of the atomic check-and-deduct
procedure, specifically for impression-site quota deductions
within an epoch. As shown in §5, atomicity strengthens re-
silience by forcing attackers to be selective about which
Sybil impressions they declare as relevant: a single impres-
sion whose impression-site quota is exhausted suffices to
nullify the entire epoch’s contribution, preventing any global-
budget consumption. This same mechanism can, however,
harm benign workloads: if multiple impression sites are rel-
evant in an epoch and one exhausts its quota, the querier
cannot obtain attribution information from the remaining
sites even if they retain budget. Supporting finer-grained

“Normal” workload parameters:

M: max # of impression sites contributing nonzero loss in an epoch.

N: max # of conversion sites requesting nonzero loss from an epoch.

n: max # of conversion sites requesting nonzero loss from (epoch, impSite).

r: max budget consumed by an intermediary’s cross-advertiser queries on a single

conversion site, as a fraction of the intermediary’s €querier-

Cap Capacity configuration

Per-querier filter €querier: configuration parameter
Global filter €global = Max(N, n - M) (1 + r)€querier
Impression-site quota

€imp-quota = n(1+ r)equerier

Conversion-site quota | €conv-quota = (1 + 7') €querier

per-action domain cap | Kaction = 2 Or 3

Tab. 2. Big Bird budget configurations.

behavior - e.g., selectively nullifying only the depleted im-
pression site’s contribution while preserving device-epoch
IDP - appears feasible, but we leave its design to future work.
Our strongest-attacker experimental results in §5 provide
an upper bound on resilience if impression-site quotas are
removed from the atomic transaction.

Quota configuration. We choose quota capacities via a
utility-first approach: specify workload requirements, then
select the smallest values that satisfy them. Taking the
querier budget €querier and intermediary fraction r as base
parameters, and using browser-tunable parameters that
reflect expected benign workload scale, we define four con-
straints: (i) a conversion site must be able to spend its full
querier budget, and intermediaries may spend a fraction
r of that, giving €conv-quota = (1 + 7)€querier; (ii) no single
conversion site should drain the global budget, so with N
expected conversion sites per epoch, €global = Néconv-quota;
(iii) likewise, the global budget should exceed an impres-
sion site’s stock, so with M expected impression sites,
€global = M€imp-quota; and (iv) because multiple conversion
sites may query the same impression site, a fan-out parame-
ter n requires €imp-quota = M€conv-quota-

We then minimize €global Subject to these constraints, yield-
ing the capacities in Tab. 2 and a tight global-privacy guar-
antee consistent with utility. Configuring Big Bird is thus a
three-step procedure: (1) choose the base parameters equerier
and r; (2) conservatively estimate the workload parameters
M, N, n from a production sample at a chosen percentile; and
(3) derive all quota capacities in closed form from Tab. 2. The
percentile is the only real knob, trading utility against the
tightness of €global. §5.2 instantiates this procedure on Criteo.

4.4 Resilience Guarantee

Big Bird restores proportionality between attacker impact
and strength along the three dimensions in §4.1. Its re-
silience, stated in Thm. 4.1, stems from: (a) per-domain
quota limits, (b) user-action-based quota creation, and (c)
bounded-sensitivity DP aggregation. Indeed, Attribution
serves population-level DP queries in which each device-
epoch contributes only through a report with bounded
sensitivity. As a result, even if an attacker depletes budget on
some device-epochs, the resulting error in a benign query



scales only with the number of affected device-epochs.

Theorem 4.1 (Resilience to DoS depletion - proof in B.4). Consider an
attacker who (1) creates M®® and N°* imp-quota and conv—-quota
quotas, respectively; (2) collects U°® user actions across the quotas’ domains
for device d; and (3) depletes budget from k device-epochs.

adv
Denote by €global

from the global budget on any epoch from d. Denote by ||Q(D) — om)||
the error induced by the attacker, for a query Q where reports have sensitivity)|
A and at most m reports belong to any single device. Then, we have:

) padv : ad adv
(i) € < min(M' veimp-quota» N Econv-quota)

the maximum budget that the attacker can consume

global =
(i) egli‘l’)al < (1 +7)€querier * Kaction * yadv
(i) [Q(D) = O(D)|| < m - k- A, and k < U /[ - “dobl

n(1+r) €querier ‘Kaction '

(i) Even if user actions were free, the global budget that

an attacker can drain on a given device-epoch is capped
by how many impression-site and conversion-site quotas
it has managed to create, scaled by their capacities. This is
the stock-and-flow constraint: to move global budget, the
attacker must both create stock (impression-site quotas) and
trigger flow (conversion-site quotas), and each is individually
bounded. (i) We connect this to intentional user actions
via the per-action domain cap. Each user action can create
at most Kaction New quotas of each type, and only within a
single epoch. Across U*?" actions, the attacker can therefore
unlock at most O(Kaction - U24Y) useful quotas, which yields
the stated bound on Egﬁ)‘%al. This enforces proportionality
to user actions: substantial depletion now requires many
genuine user interactions, not just many cheap domains.
(iii) We lift the guarantee from a single device-epoch to the
query level. With bounded report sensitivity A, even if the
attacker fully depletes the global budget on k device-epochs,
its impact on any aggregate is linear in k. k itself is bounded
by the number of actions across devices.
Limitations. We identify two limitations of the resilience
guarantees provided by Big Bird. First, resilience assumes
the attacker cannot scale simultaneously along all three
strength dimensions. Enforcing this ultimately requires API-
governance mechanisms beyond budget management. For in-
stance, browsers could require API invokers to register with
trusted authorities to limit Sybil domains, or adopt a conser-
vative definition of user activation to ensure that interactions
the user did not intend as attribution actions (e.g., clickjack-
ing, deceptive Ul, automatic redirects, or invisible frames)
do not trigger budget consumption. Our contribution is to
expose the necessary control points within the privacy-budget
layer so that, when combined with governance mechanisms,
Attribution can be rigorously hardened against attacks.

Second, Thm. 4.1 bounds depletion of the global budget,
but quota budgets themselves may still be targeted - al-
beit only in ways excluded by our threat model (§4.1). For
example, a malicious intermediary could exhaust its own
conversion-site quota to block other intermediaries, or target
the impression-site quota of a site that embeds its ads. These
attacks are localized: the impact is confined to queriers inter-

acting (directly or transitively) with the affected site, while
unrelated sites retain access to the global budget. Moreover,
our quota configuration dampens such effects: exhausting
an impression-site quota requires fan-out across n conver-
sion sites, while exhausting a conversion-site quota requires
(1+7) queriers. Fully addressing quota-targeting attacks will
require Attribution to support mechanisms for managing
and subdividing quotas (e.g., per-partner allocation) to pre-
vent abuse. We leave this to future work, as it likely requires
integration with ecosystem-level constructs such as business
relationships and auction pricing.

4.5 Privacy Guarantee

Our privacy analysis of Big Bird aims for a high-fidelity
model that provides confidence that the design satisfies
global device-epoch-level IDP. We capture: individual DP;
on-device report generation with centralized noise addition;
all public information exposed by the protocol; query, bud-
get, and data adaptivity; multiple epochs and queriers; the
atomic interaction of multiple budgets within a single trans-
action; and user-action-based limits on how many quotas
may be invoked. To our knowledge, this is one of the most
faithful system models in the DP literature. Appendix B gives
two versions: a simplified one for educational use (§B.5) and
the complete version for formal analysis (§B.2). Using the
complete model, we prove that Big Bird preserves global
device-epoch IDP: Here and below, Pr[V = v] denotes the
joint density or probability mass at v, as appropriate.

Theorem 4.2 (Global IDP Guarantee — proof in §B.3). Consider x € X
with global budget capacity €global. Then, Big Bird satisfies individual device-
epoch €global-DP for x under public information C. That is, for every data
generation process G and all queriers AL, ..., Ay, the output VX) of Alg. 7
under challenge bit y satisfies, for all v € Remax* (fmax+1)xB;

(Pr[V“’) =] )
In| ————

< € .
PY[V<1) _ U] global

4.6 Prototype as Reference Implementation

We implement Big Bird both as a reference implementation
for the emerging W3C standard and as a foundation for
broader deployments, including in mobile OS location ana-
lytics. The implementation has two components. (1) pdslib
is a general-purpose IDP Rust library that subsumes Cookie
Monster and Big Bird while exposing a generic interface
beyond Attribution. Clients (websites or mobile apps) reg-
ister events (e.g., ad views, location visits), request reports
(e.g., attributions, model updates), and receive encrypted,
privacy-budgeted responses. (2) An integration in Firefox’s
Attribution prototype [32] replaces report counting with full
IDP and resilient enforcement based on pdslib. Mobile rec-
ommendation workloads, which share sparsity and structure
with advertising, are a promising future instantiation.

5 Evaluation

We evaluate Big Bird’s utility and resilience on a real-world
Criteo dataset, simulating DoS attackers inspired by Fig. 2a.



Our evaluation asks two questions: (1) How do quota con-
figurations affect benign-query utility, both without attack
and under a fixed-strength attack? (2) How does attacker
strength along different resource dimensions translate into
damage to benign queries?

5.1 Methodology

Dataset. CriteoPrivateAd [40] is a 30-day snapshot of pro-
duction traffic (104M impressions across 220k publisher sites
and 10k conversion sites) released for benchmarking W3C’s
Attribution API To our knowledge, it is the only real-world
dataset with multiple conversion sites—a requirement for
exercising Big Bird’s conversion-site quotas. The dataset in-
cludes timing, contextual features, conversions, and a daily-
reset device ID. Because impressions are subsampled, most
devices appear only once. Using Criteo’s resampling method,
we reconstruct the device-level distribution, yielding 1.4M
devices, 4.6M impressions, and 5.6M conversions. The median
device has 2 impressions and 4 conversions. While realistic,
the dataset reflects a single intermediary and likely underes-
timates load in multi-intermediary deployments.

Benign workload. We evaluate single-advertiser measure-
ment, where each batch of conversions produces a DP his-
togram over five contextual buckets. We evaluate utility us-
ing RMSRE; [2], the root mean squared relative error across
buckets, clipping counts below 7 = 5% of batch size. This
captures both DP noise (common across baselines) and bias
from budget/quota depletion. To ensure low-noise baselines,
we (i) restrict to advertisers with > 100 conversions/day (526
total), (ii) batch ~10 days of conversions (capped at 8,000),
and (iii) set € to target RMSRE; =~ 5%, similar to how we
expect an advertiser would tune their measurement.
Attack workload. We inject synthetic adversarial traffic
atop real events. The attacker is given impression and conver-
sion streams for the 10 busiest sites, reusing timestamps and
device IDs to simulate organic traffic. Each event is treated
as a user action enabling budget depletion. The attacker con-
trols a pool of Sybil domains (25 by default) and, per user
action, triggers a redirection chain (bounded by kaction)- Each
Sybil registers one fresh impression and requests a report
on a previously unqueried impression with € = equerier-

A naive attacker that references all Sybils per action is
neutralized by Big Bird’s atomic deductions: a single over-
quota Sybil invalidates the entire request, consuming zero
global budget. We confirm this empirically and focus on
two stronger strategies. The Random Attacker samples a
subset of Sybils per conversion (35% by default, minimizing
atomic rejection), modeling limited tracking capabilities. The
Omniscient Attacker has perfect knowledge of each de-
vice’s remaining quotas and uses only Sybils with remaining
quota, eliminating rejection waste and representing the opti-
mal attack within the Attribution interface. Because these
capabilities—perfect repeat-user recognition and full visibil-
ity into every device’s quota state—are ones real attackers

will likely lack, we read omniscient-attacker error as a de-
liberate worst-case ceiling rather than a typical operating
point; real attackers fall between the two extremes.
Baselines and defaults. We compare Big Bird to two base-
lines spanning the utility—privacy spectrum: (1) Attribution
w/o global budget (Cookie Monster [43]), which enforces per-
querier IDP but no shared limit. It is immune to depletion
and serves as the utility ceiling, but lacks global privacy guar-
antees. (2) Attribution w/ global budget, which adds a shared
privacy filter but no quota mechanisms, representing the
strongest defense without Big Bird.

Unless stated otherwise, we set querier = 1.0, €global = 8.0,
€imp-quota = 2.0, and €conv-quota = 1.0. We use Kaction = 2
and 25 Sybils at maximum popularity. Epochs are one day,
matching Criteo’s daily device-ID reset.

5.2 Quota Configuration on Criteo

We instantiate the three-
step configuration pro-

Tab. 3. Workload params in Criteo.

%ile|N M f €global  €imp-quot:
« global €imp-quota
cedure of §4.3 (“Quota
A ps50l2 1 2| 2 2
configuration” header) poola 2 2| 4 )
on Criteo. Step (1): we P854 2 4| 8 4
use €querier = 1 (our p90 |4 3 4| 12 4
default from §5.1) and, p9%5|6 3 4| 12 4
because our evaluation po|8 4 8] 32 8
models only single-advertiser queries, r = 0, giving

€conv-quota = €Equerier; general workloads would set r > 0. Step
(2): the distributions of N, M, n across devices could be com-
puted exactly by running full conversion attribution, but a de-
ployer can instead use cheap, conservative per-device statis-
tics that upper-bound them: unique impression sites (M > M),
unique conversion sites (N>N),and unique conversion sites
per (device, impression-site) pair (1> n); Tab. 3 reports these
statistics at several percentiles. Step (3): the same table shows
the resulting capacities; e.g., the p85 estimates (1\7, M, n) =
(4,2,4) yield €gopal = max(N, iM)(1 + r)€querier = 8 and
€imp-quota = 1(1 + T)€querier = 4. Only these values are
Criteo-specific: the procedure itself is dataset-driven, and
any browser vendor can run it on its own production sample.

The percentile choice governs the tradeoff between quota
size (and thus utility) and the tightness of the global DP guar-
antee €global. Supporting 100% of devices maximizes utility,
since it expects no quota-induced errors, but yields very loose
€global- The 85th percentile offers a balanced configuration:
tight enough for a single-digit €gopat = 8 while avoiding
quota errors for the vast majority of devices. As in §5.3,
setting €imp-quota Pelow the table value (e.g., €imp-quota = 2
instead of 4) substantially improves resilience at a negligi-
ble utility cost: the resulting slack in €global €nsures enough
budget is left for benign queries even under attack.

5.3 Utility and Resilience with Quota Configuration

We fix all default parameters and sweep the impression-site
quota €mp-quota and per-action domain cap Kaction to deter-
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Fig. 5. Utility and resilience with quota configuration. (a), (b): Benign
error and root causes without attack. (c), (d): Benign error and root causes
under the random attacker.

mine the range of quota values that preserve benign utility
while confining the attacker.

Benign error without attack (Fig. 5a, Fig. 5b). We first
measure utility in a purely benign setting, varying the
impression-site quota at €global = 8 (derived from the p85
workload in Tab. 3 with €guerier = 1). Fig. 5a plots median and
95th-percentile RMSRE; as €imp-quota grows. Both Attribution
baselines, which lack impression-site quotas, show constant
and identical error across €imp-quota (median 5.2%). Their
agreement confirms that the global budget alone does not
reduce utility without an attack, an important sanity check
that isolates quota effects from global-budget effects. In
contrast, Big Bird performs poorly at €mp-quota = 0.5, where
aggressive quota exhaustion produces null reports (median
error 14.0%, a 2.7X increase). Once €imp-quota reaches 2, quotas
no longer affect accuracy: Big Bird matches the baselines
at 5.2%. This holds through arbitrarily large quota values,
including Big Bird with the impression-site quota disabled
entirely. The p85 quotas from Tab. 3 therefore suffice for
normal operation and appear conservative, suggesting that
true workload parameters for most devices are well below
the upper-bound estimates we use to size N, M, and n.

Fig. 5b breaks down the bias component of Big Bird’s
RMSRE; by attributing each blocked report to the first budget
in priority order that was exhausted. At €imp-quota = 0.5, the
impression-site quota blocks 16.2% of reports, explaining the
elevated error in Fig. 5a. At €imp-quota = 1, this drops to 0.8%.
For €imp-quota = 2, the impression-site quota blocks fewer
than 0.002% of reports; the only residual blocking comes from
per-querier budgets (2.8% of reports). This residual appears
in all baselines, and is inherent to IDP systems when device
contributions exhaust the querier’s budget. The takeaway
is that, once quotas are sized to the p85 workload, Big Bird

introduces no bias beyond what the underlying Attribution
accounting already imposes.

Benign error under attack (Fig. 5¢, Fig. 5d). We next eval-
uate resilience when an attacker targets the global budget.
Fig. 5¢c reports error for benign queries.

Attribution w/o global budget is unaffected (median 5.2%),
as expected: without a global budget, there is nothing to
deplete. But this immunity comes at the cost of no global
privacy guarantee (§3). Attribution w/ global budget suffers
severe degradation: its median RMSRE; reaches 48.5%, a 9.3x
increase, and its p95 reaches 87.6%. This confirms Big Bird’s
premise: simply adding a global budget to fix per-querier
unsoundness is trivially defeated by Sybil attacks.

In contrast, Big Bird achieves near-baseline utility and the
privacy guarantee of a system with a global budget. With a
well-sized quota, it nearly matches Attribution w/o global
budget at a median of 5.5% and a p95 of 14.8%. Moreover,
Big Bird is robust across a meaningful range of impression-
site quota values €mpquota € [1,2], for which the budget
the attacker can consume remains well below €global, leaving
substantial slack in the global budget even after the attack.

We also observe that, as in the benign case, quotas that are
too small degrade utility. But under attack, quotas that are too
large also degrade utility, for a fundamentally different rea-
son: they allow the attacker to route enough traffic through
Sybils to drain the global budget despite the quota mecha-
nism. At €mp-quota = 3, median error rises to 12.5% and by
€imp-quota = 5 it plateaus near 20.1%. Fig. 5d corroborates this
transition: for €jmp-quota Up to 2, fewer than 1% of benign re-
ports are blocked by global-budget depletion; at €imp-quota = 3
this rises to approximately 11%, and at €jmp-quota = 4 to ap-
proximately 19%, dominating all other error sources.
Impact of per-action domain cap and attacker strategy.
We now fix €imp-quota = 2 (our default) and sweep Kaction from
1 to 4 to evaluate how the per-action domain cap impacts util-
ity under attack. Additionally, we compare the omniscient
attacker to the random attacker, revealing how adversary
sophistication affects resilience. Fig. 6a shows that across
both attackers, kaction = 1 keeps median benign RMSRE,
at or below 10.0%, and Kaction = 2 (our default) at or below
28.6%. Both remain far below the unprotected Attribution
API (48.3-48.4%). Kaction = 1 minimizes worst-case error at
the expense of flexibility in the benign case, allowing only
one site per user action. Big Bird’s quota mechanism provides
the structural foundation for resilience, bounding depletion
even against the optimal attacker. Atomic deduction dramat-
ically reduces damage against more realistic adversaries: the
random attacker achieves only 5.4% at Kaction = 2, versus the
omniscient attacker’s 28.6%.

5.4 Impact of Attacker Strength

The preceding section fixed attacker strength and varied
the defense configuration. We now fix the defense (kKaction =
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2, €mp-quota = 2) and vary attacker resources to test the
guarantee from §4.1: damage should scale with the number
of Sybil domains (dimension (i)) and the volume of genuine
user traffic the attacker attracts (dimensions (ii) and (iii)).
Number of Sybil domains (Fig. 6b). We vary the attacker’s
Sybil pool from 5 to 100 domains, holding site popularity
at maximum. The random attacker rises only from 5.2% at
5 Sybils to 6.4% at 100, as the tight €impquota = 2 quota
sharply limits per-domain budget consumption regardless of
pool size. The omniscient attacker saturates early: RMSRE,
reaches 29.4% at 10 Sybils and remains flat through 100. With
perfect tracking, 10 domains already exhaust the available
per-device quota headroom; additional Sybils provide no
benefit once the global budget becomes the bottleneck. This
matches Thm. 4.1(i): depletion is bounded by the product of
domain count and quota capacity, so once Madv . €imp-quota
exceeds the global budget, extra Sybils add nothing.

Site popularity (Fig. 6¢). We vary which of Criteo’s busiest
sites the attacker controls, from the top 10 sites to ranks
41-50. Lower-ranked sites have fewer user actions and fewer
distinct users, jointly exercising dimensions (ii) and (iii) of
the threat model. The random attacker falls from 5.4% to 5.2%,
remaining near baseline across all ranks — the tight source
quota renders the random attacker essentially harmless re-
gardless of popularity. The omniscient attacker falls from
29.0% to 10.9%, a 2.7X reduction. This confirms that damage
scales with the volume of genuine user traffic the attacker
U2 and the number of affected devices. This dimension is
critical: attracting genuine traffic requires costly real-world
investment, unlike cheap domain registration.

6 Additional Related Work

§3 covers DP enforcement granularities. Other work follows.
Ad-measurement APIs. Our primary application is the
W3C Attribution APL. Cookie Monster [43] introduced
device-epoch IDP accounting. Google’s ARA line [2, 10, 16],
IPA [30], PAM [3], and Hybrid [31] explored alternative,
albeit now obsolete, privacy architectures. In these pro-
posals, per-querier enforcement is treated as a natural
semantic, with collusion recognized as the primary limita-
tion. We show that even without collusion, per-querier DP
is unsound. Attribution’s measurement-only scope, with

targeting unsupported, is being debated [20]; the debate
concerns what the standard should protect, not whether its
guarantees hold. We argue that measurement is a sensible
place to start, separable from targeting and already treated
distinctly by some U.S. privacy laws [8].

Privacy budget management. This paper contributes to
the broad challenge of privacy budget management, a crucial
but understudied area in DP. Budget allocation within a query
is well studied [1, 27], but managing budgets across queriers,
especially untrusted ones, remains relatively unexplored. Pu-
jol et al. [36, 37] balance utility across analysts sharing a
global budget, but without per-analyst utility assurances.
Relevant systems include those for global budget schedul-
ing [23, 28, 42], but none of these works address a Sybil DoS
threat. Finally, work on privacy filters [12, 14, 25, 29, 38] pro-
vides building blocks on which Big Bird implements budgets.
DoS and quota mechanisms. DoS defense is studied ex-
tensively in systems and networking (e.g., [4, 9, 39, 41]), and
quotas are ubiquitous for conventional resources. But these
approaches do not apply directly to privacy budgets, whose
consumption reflects data contribution, not request volume.
To our knowledge, no work treats privacy budgets as a DoS
target and provides Sybil-resilient budget management that
preserves DP semantics and utility. Big Bird’s novelty does
not rest on the notion of quota, but on how the quota archi-
tecture is shaped by DP semantics and workload structure.

7 Conclusions

We study DP enforcement in the W3C Attribution draft stan-
dard for privacy-preserving advertising and find that its cur-
rent reliance on per-querier device-epoch IDP is not a sound
foundation: even without collusion, realistic multi-querier
behaviors such as cross-querier adaptivity and shared lim-
its can violate its guarantees. We therefore advocate global
device-epoch IDP and present Big Bird, a budget manager
that makes it deployable by tying privacy-budget consump-
tion to the stock-and-flow structure of benign workloads
via IDP-aligned quotas and per-action domain caps. Our re-
sults show that Big Bird achieves rigorous global privacy,
resilience to depletion attacks, and strong utility under ad-
versarial conditions. Both contributions are now part of the
draft standard and have broader implications for DP systems
in open, untrusted environments.
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A Per-Querier DP Analysis (§3 Proofs)
A.1 Data Adaptivity

We provide more details on the model introduced in §3.2.
Our formalism with a data generation process follows ex-
isting work [26]. Other adaptive stream definitions have
been proposed [18, 21]. Adaptive data generation definitions
capture stronger adversaries than non-adaptive adjacency
definitions for streams [7]. Note that when there is only one
querier, a single adversary can be both the data generation
process and the querier.

Without loss of generality, the opt-out record and the time
at which it is inserted are known upfront. We could let G
adaptively decide when and what to insert, while enforcing
that this happens at most once, but this decision would not
actually depend on the challenge bit and would therefore
follow a distribution known by G upfront.

Thm. 3.1 shows that data adaptivity results in excess
per-querier privacy loss growing linearly in the number
of queriers. The proof exhibits queriers and a data gener-
ation process, where results from queriers Q,..., Q" are
first encoded into the dataset itself. Q"*! later decodes this
information to gain additional confidence about the value
of y beyond what its own queries should allow according to
the per-querier filter.

Theorem 3.1. Consider Alg. 1, where F* are instantiated with
pure DP filters [38], each with capacity €. Denote by VX) the
output of the algorithm on challenge bit y.

When K =1, Alg. 1 reduces to single-querier fully adaptive

composition on adaptively generated streams. We have:

Vxo € X, Vt € [tmax], VG, V@,
Pr[vt(© € ]

In|l————
Pr[Vi() € §]

However, for K =n+ 1 > 1, there exists €’ > 0 such that:

Txe € X, 3t € [tmax), 3G, QL ..., Q™MY),

| Pr[v+h(0) ¢ §]

nf——  ~=-
Pr[VntL(1) € §]

VS C Rilmax,

3S € Rim=,

)'=6+n6'>6.

Proof. When K = 1, we are exactly in the setting of Lécuyer
et al. [26]. Briefly, when data can change adaptively based
on past results, inserting a single record can have cascading
effects on future data and future queries. Still, after condi-
tioning on a prefix vi..., Vf , the databases in both worlds
differ only by at most one record.

Now, consider K = n + 1 with n > 0. Take xy = 1 and
to = 1. Without loss of generality, take t;,x = 2 and X = {1}.
We use histogram notation for the database, but since X is a
singleton, we write D € N instead of D € N¥. In multiset no-
tation, we could take >, cp x to get an integer representation
of the database. Define G and Q1,. .., Q", Q™! as follows:

1. Att=1:
a. The data generation process does not return any
data: G(0,...,0) = 0. Thus D; = 1if y = 1, and
D; = 0 otherwise, that is:

D=y (1)

b. For k € {1..n}, Q* submits q’f : D+ D+ Lap(1/e),
which consumes e from the per-querier filter 7*.

c. QX submits a query that consumes no budget from
the per-querier filter: QX (0) =¢X : D — 0.

2. Attt =2:

a. The data generation process inserts up to n new
records, conditionally on outputs Vi .., 1% from
QL....Q" G(VL ..., VE) = |{k € {1.n} : VF >
1/2}|. That is:

Dzziﬂ[D1+Zk>1/z] @)
k=1

where Z; ~ Lap(1/¢). Since Vlk is more likely to be
greater than 1/2if y = 1, D, is more likely to be high
if y = 1. In other words, G encodes what Q?,..., Q"
have learned into the dataset itself.

b. For k € {1..n}, Q" submits a query that consumes
no budget from the per-querier filter: Q(V¥) = g :
D~ 0.

c. QX submits a query that consumes e from the

per-querier filter ¥X: QX(VX) = ¢¥ : D »
D + Lap(1/e), and therefore:
VK =D, +D,+Z (3)

where Z ~ Lap(1/€). We will show that V,} is dispro-
portionally more likely to be high if y = 1. In other
words, QX retrieves the information encoded into

the dataset, that originally came from Q1,...,Q".
Recall that Pr[Z;, > 1/2] = %e‘e/z. Also, Pr[1 + Z; >
1/2] =Pr[-Zx < 1/2] = 1—%6_6/2, since —Zy ~ Zy. Set p :=
%e‘e/ 2. D, follows a binomial distribution: DZ(O) ~ B(n,p)

and D;l) ~ B(n,1-p) ~n—B(np). Hence, Eq. 3 gives:

v ~ B(n,p) + Lap(1/e) W
VZK’(l) ~1+n-8B(n,p)+Lap(1/e)

We already have E[VZK’m)] =np < n/2and E[VZK’“)] =
1+ n(1-p) > 1+ n/2. We now exhibit an event for which
vEO  yk®

2 2 -
Take B ~ B(n,p). Take N > n + 1. Recall that since

Z ~ Lap(e), forall z > 0 and t € R such that z + ¢ > 0, we
have:

Pr(Z > z] =e“ Pr[Z > z + 1] (5)
On one hand, we have Pr[V® > N| =Pr[B+Z > N]| =



Pr[Z > N — B]. On the other hand, Pr[V! > N] =Pr[1+n—
B+Z>N]=Pr[Z>N-1-n+B].Since N-1-n+B >0,
we have: Pr[Z > N-1-n+B] =e“Pr[Z > N-n+ B].
Hence,

Pr[V1>N] _Pr[Z>N-n+B] ©)
=e
Pr[V? > N] Pr[Z > N - B]
Forall k € [0,n] wehave N—-n+k >0and N -k > 0,
so we can compute the exact probabilities:

Pr[Z >N -n+B] :Z (Z)pk(l —p)"KPr[Z>N-n+k
k=0

N0 (M) .k -kl _(N-n+k)e
—Z(k)p (1-p)" e

k=0

_lfNe N n\ _ p\n—k o e\n—-k
=3¢ g(k)pu ")

=(p+1-pe)”

Similarly,

n

Pr[Z>N-B] = Z (:)pk(l - p)"*Pr[Z > N -k
k=0

n

— %e—Ne Z (Z)pk(l _p)n—k(eE)k
k=0
= (pe +1-p)"

Hence,

Pr[VO > N]
Moreover, we have:
p+(1—ple*—(pec +1-p) =(1-2p)e* — (1-2p)

=(1-2p)(e“—1)
>0

Pr[V! > N] _ e p+(1-pe\”
pec+1—p

since p < 1/2 and € > 0. Define €’ := In (%) > 0.
Then:
| (Pr[Vl > N]

_ ’
n Pr[VOZN])_E+nE

A.2 Shared Limits

Since we know that data adaptivity already threatens per-
querier budget semantics, we consider a simpler setting
where data is known upfront. Alg. 3 presents this variant
of Alg. 1. Thm. 3.2 then shows that adding a shared filter
results in excess per-querier privacy loss, also growing lin-
early in the number of queriers. The proof exhibits n queriers
Qs ..., Q, that first ask queries. These queriers then adap-
tively encode what they have learned into the privacy param-
eters of their next queries. The shared privacy filter tracks
privacy loss across queriers, so the state of that filter now
depends on all queriers’ past queries. Finally, a querier Q41
can decode the information stored into the shared filter by ob-

serving whether its own queries get rejected by the shared fil-
ter. This gives Q41 additional information about the dataset,
beyond what its own per-querier filter allows. This happens
without different queriers sharing their DP outputs, which is
what people have referred to as collusion before. In fact, even
if Qy,...,Q, do not follow a particular strategy, and Q,+1
doesn’t know about them, @Q,,41’s view can still be impacted
beyond what its per-querier filter allows.

Alg. 3 Formal model for shared limits

1: Input
2:  Database D
3: Queriers Q',...,QK
4 Per-querier filters 71,..., 7K
5. Shared limit £
6: Output
7. View V = (V1, ..., VK) € RimaxXK of a]] Q¥
8: for t € [tnax] do
9: fork € [K] do
// Query based on Q*’s own previous results
10: qltC — Qk(Vft
// Execute if (1) Q% has enough budget and (2) shared
limit accepts the query.
11: if?—'k(q’f,...,q’t‘)Aﬁ(qi:...,q{(,...
122 VEeqi(D)
13:  else
1w Vel

q~) then

Theorem 3.2. Take K = n+ 1 > 1, per-querier filters with ca-
pacity € and shared filter with capacity e; < (n+1)e (allowing
executions that trigger the shared limit).

For n large enough that [%e‘e/z] < n/2, there exists neigh-
boring databases D, D’ such that:

3QL,...,Q"",3s ¢ Rimx,
Pr[v+h () ¢ §]
(Pr[V””’(l) € 5])
Moreover, there exists € > 0 and neighboring databases
D, D’ such that for alln > (1_481+62/2)2,
3(@4,...,Q"1),3S ¢ Rim,
Pr[v+h () ¢ §]
In|————
‘ (Pr[V”“»(l) € 5])

Proof. Consider D =0, D’ = 1 from NX = N with X = {1}.

> €.

> e+ ne’.

Define QL ..., Q" as follows. Take €, €1, €; > 0 that we will
calibrate later.
1. Att =1:

a. Fork € {1..n}, Q submits q’f : D — D+Lap(1/e),
which consumes ¢;.

b. Then, Q"*! submits a query that consumes all but
€ from its budget: Q"' (0) = ¢/*' : D — D +
Lap(1/(e - &)).

2. Att =2:



a. For k € {1..n}, Q* submits a query that consumes
no budget if Vlk was small, or € if Vlk was large:
QX (VF) = ¢5 : D = 1[VF > 1/2](D + Lap(1/ey)).
In other words, Q* encodes the information it
learned at ¢t = 1 into the shared limit itself, through
the adaptively chosen budget associated with its
request at time ¢ = 2.

b. @Q"*! submits a query that attempts to consume
€ QUTH(V) = ¢#*! : D — D + Lap(1/e), and
therefore \/2'“'1 ~ D + Lap(1/e) if the shared limit
and the per-querier filter both accept the query, and
VZ”Jrl = 1 otherwise. In other words, Q"*! retrieves
the information encoded into the shared limit that
originally came from Q', ..., Q"’s own requests.

Now, we configure €; and €; to ensure that no query prior
to V,'*! gets filtered. That is, € — €y + n(e; + €2) < €5 = nge
and €; + €; < €. To saturate the global filter when the first n
queriers all ask for €;, we want:

e—g+n(e+e)=¢g (7)

This means that the state Zn’(){ ) of the shared filter just

before query t = 2,k = n + 1, on input DY), is:

n
f2"=n61+e—eo+ZPr[V1k> 1/2]ep (8)
k=1

e~¢/2. We have:

2n,(O) ~ne; +e—e + B(nple )
fz"’(l) ~ner+e—é+(n-B(np)e

In particular, E[ 2"’(0)] = e—ep+n(e;+pey) and]E[fz"’(l)] _

€ —¢€o +n(e; + (1—p)ez). We take €, so that Q**! is more
likely to trigger the global filter on D" and more likely to
succeed on D©):

ne; +€—€ +ne/2+e = ¢ (10)

Subtracting Eq. 7 from Eq. 10, we get €y — ne;/2 = 0,
ie., €y = 260/7’[.

Define BX) ~ y(n—B) + (1— x)B, the number of queriers
that ask for €, at t = 2, with B ~ 8(n, p) as in the proof of
Thm. 3.1. By construction, €, passes Q**!’s per-querier filter,
so we can only return L if € hits the shared filter’s capacity:

vt 2 s O p g s, (11)
= ne;+e—e+BWe+e>e—e +n(e +e)

(12)

= BWe, + ¢ > ne, (13)

e 2BP/n+1>2 (14)

e BW >n/2 (15)

We now upper-bound Pr[B(®) > n/2] and lower-bound

Pr[BM) > n/2]. By Hoeffding’s inequality, we have:

Pr[B”) > n/2] =Pr[B > n/2] (16)
<Pr[B>n/2] (17)

=Pr[B-np >n(1/2 - p)] (18)

< exp (=2(1/2 - p)*n) (19)

(20)

Similarly:

Pr[B"Y > n/2] =Pr[n - B > n/2] (21)
=1-"Pr[B > n/2] (22)

>1-exp (-2(1/2 - p)*n) (23)

Finally, set S = {(v, L),v > 1}. Since Pr[VI"H’(l) > 1] =
ec™« Pr[V{’H’(O) > 1] and Vl"H’(X) and VZ"H’(X) are indepen-
dent, we get:

pr[vrt es] Pr[v;tY =0
=e
Pr[vn+1,(0) € S] Pr[Vn+l,(0) - J_]

2
e-a Pr[BY > n/2]
Pr[B() > n/2]

> e (exp (2(1/2 - p)®n) — 1) (26)

Now, since the median of B is |np| or [np], we already
have Pr[B®) > n/2] < 1/2 < Pr[BY) > n/2] when [np] <
n/2, which happens for n large enough or p small enough
(i.e, € large enough).

We can get a more informative bound asymptotically. Set

n+1,(1)
ay = exp ((1/2 = p)?n). We have g{“ﬁn+—i<;)§§} > a2 — 1. For

ay, large enough, for instance any a,, > 2, we have a?—1 > aj,.

(24)

(25)

Wehavea, >2 & n> (l/lzn_zp)z = (1_48112/2)2, so for such
n we get:
Pr[vrtt() e g
Priv? " € 5] 27)
Pr[Vm+L(0) € §]
> e q, (28)
= e (exp (1/2 - p)*)" (29)
That is:
Pr[vh(0) ¢ §] ,
nl—————||>e+ne’ >¢ (30)
Pr[Vr+L() € §]
with €’ := (1/2 - p)? > 0.
O

Remark about atomicity. We clarify notation for Alg. 1,
Line 14, where a query is executed only if both the per-
querier filter and the shared limit permit it. The joint condi-
tion

FEGY ) A LG G 4



means that each filter takes its decision independently. In
particular, if 7 accepts a query ¢¥ while £ rejects it, g¥ will
not be executed, but F* will not know that fact when it is
time to make a decision about q’t‘H. That means 7 can be
overly conservative, by deducting budget for queries that
are in fact not executed. While this preserves privacy, it can
hurt utility. We propose a solution to this conundrum in §4,
thanks to a new form of atomic filter that is designed to
avoid spending per-querier budget needlessly. This can be
modeled by a new object (F* o £)(ql,...,q%,...¢F) that
has access to all the previous queries. The shared state in
this object means that per-querier budgets act as heuristics
(as opposed to formal per-querier DP guarantees) unless a
dedicated siloing assumption holds.

A.3 Extension to Individual DP filters

The model from Alg. 1 considers standard filters [38], where
queriers can directly observe whether a query gets rejected.
However, systems such as Cookie Monster [43] or ARA [16]
operate under individual DP filters [14], which behave differ-
ently. Because an IDP budget depends on the data itself, IDP
filters cannot return L explicitly when they are out of bud-
get. Instead, they silently drop the out-of-budget individuals
from the dataset and return a noisy answer.

This raises the question: since filter outputs are not visible
under IDP, do shared limits still leak extra information? We
give a positive answer. First, we adapt the formalism to IDP
filters in Alg. 4, with changes from Alg. 3 in blue. Next,
Thm. A.1 shows a variant of Thm. 3.2 for IDP filters. Finally,
Thm. 3.1 immediately applies since the counterexample from
the proof does not trigger any filter, and therefore works
identically under IDP filters.

Theorem A.1. Take K =n+ 1 > 1, per-querier individual
filters with capacity € and shared individual filter with capacity
€5 < (n+1)e (allowing executions that trigger the shared limit).

There exists €’ > 0 and neighboring databases D, D’ such
that

(@Y, ..., Q™M) 3S C Rimax,
‘ (Pr[V"“’(O) € S])

nl——— || =2¢€+ ne’.
Pr[Vm+L() € §]

Proof. We modify the execution from the proof for Thm. 3.2
to match IDP semantics, where records get dropped condi-
tionally on past results. This emulates a form of data adap-
tivity, except that datasets S*! now differ because of shared
filters for various records, instead of through a data genera-
tion process. We then reuse the calculation from the proof
of Thm. 3.2.
The changes in execution are as follows:

e D’ contains n+1 distinct records {xg, x1, ..., x,} and D
only contains {xi, ..., x,}. We no longer have D € N,
instead D € NX with X = {x0,...,%n}.

e At t = 1, queriers submit q’f D> {xeD:x =

Alg. 4 Formal model for shared limits with IDP filters

1: Input
2. Database D
3 Queriers Q1,..., QK
4 Per-querier individual filters (7}, ..., FX)rep
5. Shared limit (Ly)yep
6: Output
7. View V = (V1,...,VK) € RimaxK of a]] QF
8: for t € [tnax] do
9: for k € [K] do
// Query based on Q’s own previous results
10 gF —QF(VE
// Execute if (1) Q% has enough budget and (2) shared
limit accepts the query.
1m: SkeD
122 forx e Ddo
13 i FRGE . ) A Le(gh . g5 ... qF) then
/! Drop out-of-budget records.
14: SK Sk {x}
150 VS qi(Sf)

xo}| + Lap(1/e). This consumes x,’s full individual
budget.
o Att=2:

— For k € [n], querier k requests x; with full budget,
conditionally on past results. That is:
Q'VFy =gk D 1[VF<1/2] ({xeD:x=
s} + Lap(1/e))

— Finally, querier n + 1 requests all the records
X1y ... Xn:
Q"H(V{’H) = q'ZH'l : D> |{x € D:x €
{x1,..., xn}}| + Lap(1/e€)

Since {x1, ..., xp} are present in both worlds, yn+L(D and
v7+1(0) differ only by the points that get dropped at Line 14.
Point x gets dropped only if V¥ < 1/2, which is more likely
to happen in world 0 (on input D). More precisely, we have:

vit© LBy Zand V) wn-B+Z  (31)

with B ~ B(n,p) with p = % exp(—€/2) and Z ~
Lap(1/e).

This is exactly the same situation as Eq. 6, where the e®
factor comes from the privacy loss at t = 1. We conclude the
same way.

O

A.4 Querier-Siloing Assumption
Lemma A.2. Consider Alg. 1 with K € N, per-querier filters
with capacity € > 0 and shared limit L. Suppose that the



following assumption holds:

Vk € [K],Yu,w € R : uF = wk, (32)
L(aha gl g k) - gk (D<r(war)

=L (qh g gk, g () - g (Dar(wer)
Then, for allk € [K]:

Vxo € X, V1o € [tmax), VG, V(Q, ..., Q™Y),

Pr[Vk() € 5]

In[———| <
Pr[Vk(D € §]

In other words, if querier k’s results don’t depend on other

queriers, either through data or shared limits, then Alg. 1 is
per-querier e-DP for querier k.

Proof Take x € X, G, Q%, ...,
We have:

VS C Rimax,

QX k € [K], and v* € R!

max*

tmax

PrvE =of] = [ [ Pr[vF = of v =of,.. . VE, =0k )]

Take t € [tmax]. We now express V¥ in terms of queries
and filter decisions, since the filter properties are necessary
for the privacy proof. Without loss of generality, we treat
filters as functions that return 0 for reject and 1 for accept at
Line 14, and we output 0 instead of L at Line 17. Hence, we
can express VF as:

=75k, . L. d5 .. q) ¢F (D<) (33)

The terms in this expression depend on various variables:

o% . we know the

e Once we condition on o* 10

e
queries asked by Q*:

=Q (). ¢k =QF(N).....qF =QF(k,....0k ). (39)

e As a consequence, ¥ (gF,..
mined by vf, e, Uf_l.
e However, L(q.,...,q%,. ..q) can depend on other
queriers’ past results V; for i # k, since these outputs
are used to select g;.
e Similarly, D<; can also depend on other queriers’ past
results.
Pose V** = (V/)ie(s)je 1k
bility, we have:

. qt) is also fully deter-

1\{k}- By the law of total proba-

Pr[Vk = Ut | V<kt = <t]

=/ Pr[V) =of | VE, = ok, v = 0™]
o*k e REX(K-1)
-Pr[v*k = ﬁk]dzﬁk (35)

Take any 0** € R**K=1 Define u € R**X by concate-
nating 0¥ and v** such that u* = v* and u** = v**. Thanks

to Eq. 33 with explicit conditioning on all past results, we
have:

PrVF =of|VE = ok, vE, =0 | vPR =K

= 7:k(ql’ - q (u<t))
L (gh o a g L) gE W)
- q¥ (D<r(u<r)) (36)

Define § € R*K by concatenating 0¥ and (L,...,1) €
RXK=1) We have iF = u, so by Eq. 32, Eq. 36 becomes:

Pr[VF =of|vE = ok, vE =0k v =0k (37)

=7, ... q; (55,) (38)
L (gh g g B, gE @) (39)
- qf (D<s(i<r)) (40)

This term is independent of v**, so we can express it as a
function of v%, and take it out of the integral at Eq. 35, which
gives:

Pr[VF =of|VE =0k, .. vE, =0k ] (41)
= (F*@h gD - Ligh o gD - g5 D)) () (42)

Now we can bound the per-querier privacy loss:

‘l (Pr[Vk =0k] )

nl—————
Pr[Vk = ok]
_ g tma Pr[vk(o) lek(O) 1"""/tk—(0) vt—l]
L pr[v, k(l) lek (1) _ ..,Vtk_(l) Ut—l]

Pr [mql ..... 05)- L(qhqF) ]

. Z | qF <D<°>>{v£t}:v,k
= n
pe= Pr 7”"(!11 sssss q5)-L(gl...q5)
<D“>){v<t} =of

Fna (Pr[sfk(ql, .
In
Pr[Fk(g,..

(43)

g - (D) (k) —vtl)
L q5) - gF (D) {0k} = o)

The last inequality comes from what follows. £(ql,.. ., g¥)
is entirely determined by v, and thus identical in the nu-
merator and denominator. For t where L(qi, e q,)
the L factor is one and can be omitted from the product. For



t where L(qj, ..., q) = 0, we have:

Fe (G send®) L(ghq¥)
-qf (DY) {0k }=of

Pr Fe () L(glq¥)
qF (D) {0k, }=of

In

~0<n (Prm(q’fa ) g (DI} = vf])
PrlF(gh......qf) - gf (D)) ok ) = of]

The rest of the proof is identical to standard filter guar-
antees on adaptively generated data. Suppose the filter uses
an upper bound €; on the privacy loss for each query at step
i€ [tmax]:

< &(0%)) (44)

1 (Pl (PE) ok} = o]
. <
Pr[gk (D)) {0k} = 0¥

1

Then, by definition of pure DP filters, we get the following
recursive property for t € [tmax]: FX(q~,...,qF) = 1iff
Zi<t 7:k(qlfs T th<) ’ 6,'(0’21.) + 6t(vit) <e

We conclude by applying this property at t = tp,y in
Eq. 43:

<e€

I (Pr[Vk =vk])
" Pr[Vk = ok]

O
Theorem A.3. Suppose that the following two assumptions
hold:

1. Querier k’s queries operate on a restricted data stream
that only depends on its own past results. That is, Dy <
G(V1,, ...VK) is of the following form:

D} « G(VZ)),....Df — GV,
with qltC (D<t) = qltc (D];z)-
2. Shared limits do not filter k’s reports depending on other
queriers’ results:

Vk € [K],Yu,w € R" : uk = wk,
£ (b gk

= L(qh gtk g ()

Sufficient conditions for this property include queriers
being non-adaptive, never reaching the shared limit, or
operating on disjoint sets of devices (for on-device ac-
counting with IDP filters).
Then condition Eq. 32 holds, and thus per-querier guarantees
hold.

Proof. The first point implies:

qF (05,) (D<i(v<r)) = gF (05,) (D<, (05)))

Combining this with the second point, we directly get the
assumption:

Vk € [K],Yu,w € R : u¥ = wk, (45)
L(ghndfs o gh@gf () - g (Der(uc)

= £(gh g gl Wl g (WE)) - gF (Dei(wer)

]

B Global IDP with Big Bird (§4 Proofs)
B.1 Data and query model for Big Bird

This section sets up the formalism that underpins the main
theorems, proved in subsequent sections and evoked in the
body of the paper. We begin by defining Big Bird’s data
and query model, broadly adapted from Cookie Monster’s
formalism. We then provide useful properties that will be
needed in subsequent sections. Indeed, while Cookie Monster
analyzes global and individual sensitivities of queries at the
device-epoch level, Big Bird additionally needs such analyses
at the device-epoch-site level.

Definition B.1 (User actions, sites and events). Let U be
the set of user-action identifiers, S the set of site identifiers,
T the set of impression payloads and C the set of conversion
payloads.

An event is either an impression event (u, i, imp) or a con-
version event (u, ¢, b, conv):

e u € U is the user action that caused the impression or
conversion. The same user action can cause multiple
events, and is denoted uaCtx in the body of the paper.
On a fixed device, all accepted impression events car-
rying the same user-action identifier occur in a single
epoch.

i € S (resp. ¢ € 8) is the impression (resp. conversion)

site where the event occurred.

e Conversions contain the set of queriersb C S that will
receive the conversion report. (b is a singleton unless
we use the optimization from §D.)

e The payload imp € I or conv € C can be used to
define concrete attribution functions.

We write sets of all impression events and all conversion
events as follows:

F™ .=UxSxI, FV:=UxSxP(S)xC,

and we write F := FIMP U FV for the set of all events.

Definition B.2 (Database of device-epoch records). Let D
be the set of device identifiers and & the set of epoch iden-
tifiers. A database D is a set of device-epoch records where
each record x = (d,e, F) € X = D x & X P(F) contains a
device d, an epoch e and a set of impression and conversion
events F C F. We write D for the set of all databases where
each (d, e) pair appears at most once.



Definition B.3 (Conversion-site and impression-site event
sets from events). For any event set F, define:

ImpSites(F) :={i € §: Ju € U,imp € I, (u,i,imp) € F},
ConvSites(F) :={ce S:3Ju e U,bC S,conv € C,
(u,c,b,conv) € F}.

Furthermore, for any user action u € U, define the user-
action-scoped variants of these sets:

ImpSites, (F) := {i € S : Jimp € 7, (u,i,imp) € F},
ConvSites, (F) :={c € S : 3b c S, conv € C,
(u,¢,b, conv) € F},

and let AccessedSites, (F) := ImpSites,, (F) UConvSites,, (F).
We also write ImpActions(F) := {u € YU : Ji € S,imp €
T, (u,i,imp) € F} for the user actions that saved the impres-
sions of F.

We now define queries and reports, with a slight adap-
tation of Cookie Monster’s definitions to our per-site se-
mantics. While Cookie Monster comes with an arbitrary
set of public events P for each querier b, here for simplicity
we assume that all the conversions for a querier are pub-
lic. Using Cookie Monster’s terminology, that means we set
P := {(u,c,b,conv) € F" : b € b}. Also, while Cookie
Monster defines a set of relevant events, potentially including
conversions, in Def. B.5 we only consider relevant impres-
sions for simplicity. In particular, this hardcodes "Case 1"
from [43, Thm. 1].

Definition B.4 (Neighboring databases). D ~, D’ iff data-
base D’ is obtained from D by removing all impression events
of a single device-epoch x. All conversion events are identical
for D and D".

Definition B.5 (Attribution function, adapted from Cookie
Monster). Fix a set of relevant impressions F4 € F™ such
that there exists G4 € S X I with F4 = U X G4 (i.e., user
actions play no role in defining relevant impressions). Fix
k,m € N* where k is a number of epochs. An attribution
function is a function A : P(F)* — R™ that takes k event
sets Fy, ..., Fx from k epochs and outputs an m-dimensional
vector A(Fy, . .., Fi), such that only relevant events contribute
to A. That is, for all (Fy,...,Fg) € P(F)k, we have:

A(Fy,...,Fx) = A(Fi N Fa,...,Fe N Ey). (46)

In particular, conversion events never contribute to A.

Definition B.6 (Report identifier and attribution report,
same as Cookie Monster). Fix a domain of report identifiers
Z. Consider a mapping d(-) : Z — D from report identifiers
to devices that gives the device d, that generated a report r.
Given an attribution function A, a set of epochs E and a
report identifier r € Z, the attribution report p, a g, or p, for
short, is a function over the whole database D defined by:

pr:DeD - ADY), (47)

When several reports are in play, we write A,, E, and Fj4,
for the attribution function, the set of epochs and the set of
relevant impressions attached to report r, so that p, : D —
Ar(D?). The mechanism also stores, with each identifier,
the conversion site ¢, and the opaque action context u, of the
measureConversion request that created r (Alg. 7). Neither
changes the function p,: u, is only used for the per-action
domain cap.

Definition B.7 (Query, same as Cookie Monster). Consider
a set of report identifiers R C Z, and a set of attribution re-
ports (py)rer each with output in R™. The query for (p,)rer
is the function Q : D — R™ defined as Q(D) := Y, cg pr(D)
for D € D.

Definition B.8 (Device-epoch sensitivity, same as Cookie
Monster). Fix a report p : D — R™ for some m. We define
the individual L, sensitivity of p for a device-epoch x € X as
follows:

Ax(p) = oo lp(D) = p(D)ll1- (48)
We also define the device-epoch global L sensitivity of p

as follows:

Alp) = max Ax(p) (49)

Definition B.9 (Device-epoch-impression-site sensitivity).
Fix a report p : D — R™ for some m, and an impression
site i € S. We define the individual L, sensitivity of p for a
device-epoch-site x € X,i € S as follows:

Aci(p) = max

D) - p(D’ 50
D’D’ED:D""x,iD”p( ) = p(D)h (50)

where D ~,; D’ iff database D’ is obtained from D by
removing all impression events on a single site i of a single
device-epoch x. Equivalently, there exists Dy € D, a record
x € X such that {D,D’} = {Dy + x,D + x'”%}, where
x=0 := (d, e, F'=?) is the record obtained by removing all
the impressions on i from x.

We also define the device-epoch-site global L, sensitivity of

p as follows:

Ai(p) :=max Ay ;(p) (51)
xeX
To simplify subsequent results, we define some notation:

Definition B.10 (Zeroing-out). Fix a vector of impression

sets F = (Fy,...,Fy) € P(F™)k for any k > 0. Fori € S
and j € [k] we define:
o F/I70 .= (Fi,...,Fj-1,0,Fjs1, ..., F), i.e, we zero-out
the jth epoch.



o F'i20 .= (Fy,...,Fj_1,F; \ I,Fjs1,.... Fr), ie, we
zero-out all the impressions 7; := {(u,i,imp) : u €
U, imp € I} belonging to site i from the jth epoch.

Plugging Def. B.5 into Def. B.8 and Def. B.9 immediately
gives:

Lemma B.11 (Global sensitivity of reports). Fix a device d,
a set of k epochs E, an attribution function A and the corre-
sponding report p : D +— A(Df). We have:

A(p) = max JA(F) = A(F 0. (52)
FeP (FmP)k je[k]

Moreover, for any impression sitei € S we have:

Ai(p) = max IAGF) = AP0l (53)

FeP (FmP)k je[k]

Theorem B.12 (Individual sensitivity of reports per epoch-site).
(r)
e b

Fix a report identifier r, with device d,, epochs E, = {efr), ..
attribution function A, and relevant impressions Fy,, and let
pr be the corresponding report from Eq. 47. Fix an impression
sitei € S and a device-epoch record x = (d,e,F) € X, and
write F; := F N I; for the impressions of x on site i. Finally, let

I (x) := ImpSites(FN F4,) (54)

be the impression sites of x that can contribute to p,. We can
upper bound the individual sensitivity of p, per epoch-site as
follows:

0 ifd #dy,e ¢ E,

ori ¢ I.(x),

ifd =dy, E, = {e}

and I, (x) = {i},

ifd=d,, e€E,

i € I,(x), and

|E;| = 2 or|L.(x)| > 2.
(55)

Proof. By Def. B.9, each pair (D, D’) in the maximum defin-

ing A.;(p,) satisfies {D, D"} = {Dy +x, Dy + x'~?} for some

Dy € D, where x'2? = (d,e,F \ I;). Since Dy + x € D,

the database D, has no record at (d, e). W.L.o.g we assume

D =Dy+xand D’ = Dy +x'~% We now take the three cases
in turn.
e Case 1:d #+ dy,ore ¢ E,,ori ¢ I(x).Ifd # d,,
then D and D’ only differ in a record of device d, so
Dg’ = (Do)g’ = (D’)dE’. If e ¢ E,, then D and D’ only
differ in an repoch that pr does not read, and again
Dfr’ = (D’)dE:. Finally, suppose i ¢ I,(x), and assume
d =d, and e € E,. The records at (d, e) do differ, but
not in any relevant impression: F N F4, contains no
impression on site i, so

(F\Li) NFa, =(FNFa)\I; =FNFy,. (56)

1A (Fi) — Ar (0)]]4
Ax,i(pr) <
Ai(pr)

Then Eq. 46 gives A, (Df’) = Ar((D’)5')~

e Case 2:d =d,, E, = {e} and I,(x) = {i}. Here k = 1
and p,(D) = Ar(Dfir). As Dy has no record at (d,, e),
we get D;r = F and (D’)Zr = F \ 1;. Since site i has all
the relevant impressions of x, we have F N F4, C 1,
and therefore

FNFy, =FiNFy, (F\ 1) NFy, = 0. (57)

Eq. 46 then gives A,(F) = A.(F;) and A, (F\ I;) =
A (0), so every pair (D,D’) yields the same value
1Ar (Fi) — Ar(0)]]1.

e Case 3:d = dy,e € E,, i € I,(x), and |E,| > 2 or
|I (x)] = 2. Let j € [k] be the index of e in E, and
F:= Dgr’, so that (D’)gr’ =F/~0 and

llpr(D) = pr(D)llx = 1A (F) = A, (F* =) Iy < Ai(py),
(58)

by Eq. 53. Unlike in the first two cases, this quantity de-
pends on Dy (through the events that the other epochs
of E, contribute to F). Taking the maximum over D,
can only give back the global bound A;(p,) in the

worst case.
m]

Next, we show that A;(p) < 2A(p) for any report. For
reports using certain attribution functions, we can have a
tighter A;(p) = A(p) bound, but it does not hold in general.

Lemma B.13 (Relation between Device-Epoch-Site and De-
vice-Epoch Sensitivities). For any report p with attribution
function A, let F denote the full dataset, F; denote all data in F
pertaining to epoch j, and F;; denote all data in F; pertaining
to site i. The following inequality holds:

Ai(p) < 2A(p) (59)
Proof. Recall the definition of device-epoch-site global sensi-
tivity:

Ai(p) = max IAFY %) — A(B)[l. (60)

FeP (F™)k je[k]
We can decompose this expression using the triangle in-
equality:

IAGF =) = A(B) Iy (61)
=AY — AR + AR —AF) (62)
<IAE) — AFO) 1+ AF ™) - AP (63)

For the first term, note that A(F>~?) uses events F ' i
from epoch j where F;—; = F; \ F;;, while A(F/I~9) uses
no events from epoch j. Since F;-; C F; and all events
from epoch j for a given device come from a single device-
epoch record, we can view this as the change from adding a
single record containing events F; ;. This is bounded by the
definition of A(p):

IACFH=0) = AE=0)11 < Alp). (64)

The second term represents the sensitivity to removing



events from the entire epoch j. In the individual DP setting
with device-epoch records, all events from epoch j for a given
device come from a single device-epoch record. Removing
this entire record corresponds exactly to one of the cases
considered in the definition of A(p). Therefore:

IAF ™) ~ AF)ll; < A(p). (65)

Therefore, substituting the two upper bounds into Eq. (63):
Ai(p) < A(p) + A(p) =2A(p). (66)

O

B.2 Comprehensive Big Bird Model

Overview. Big Bird manages per-site and global privacy fil-
ters using the quota mechanisms described in §4.3. Alg. 5 de-
picts the functionality triggered on receiving a report request
(i.e., measureConversion() and getReport ()). Big Bird
checks and consumes budget from the relevant filters and
prunes the resulting report based on filter status. First,
Big Bird ensures all filters and quotas are initialized. Sec-
ond, it computes the privacy losses incurred both at the
epoch level [43, §C] and at the epoch-impression-site level
(Def. B.14). Third, it checks whether all filters have sufficient
budget and attempts to consume it. To avoid wasting budget
from some filters (or quotas) when other filters are out of
budget, Big Bird uses a transactional protocol to deduct pri-
vacy losses from multiple filters atomically. Alg. 6 formalizes
this: if any filter cannot afford its share of the privacy loss,
the report is zeroed out, and no budget is consumed from
any filter for that report.

Enforcing the per-action domain cap. In addition
to the filter-based budget checks, Big Bird enforces a
per-action domain cap cap on the number of distinct sites
that can access the Attribution API within a single user
action context (Def. B.1). This mechanism limits adversar-
ial creation of quota filters. As formalized in Alg. 5, the
per-action domain cap check occurs before the atomic filter
check: if the check fails, the epoch’s data is zeroed out
(Fe « 0, using the zeroing-out notation from Appendix B.1),
and no filters are accessed for that epoch.

Subroutines. Def. B.15, B.14, B.16 and Alg. 6 define sub-
routines used in Alg. 5. The first two definitions rely on the
sensitivity bounds from Thm. B.12 (for the impression-site
quota) and [43] (for the filters and the other quotas).

Definition B.14 (EpochImpSiteBudget). Let x = (d, e, F) €
X be a device-epoch record, i € S an impression site, p an
attribution report, and A > 0 the Laplace noise scale applied
to p. Given the upper bound A, ;(p) > A,i(p) on the per-
epoch-site individual sensitivity given by Thm. B.12, we can
upper bound the epoch-site privacy loss consumed by p at

(x,1) by
Ax,i(p) )

Fl (67)

EpochImpSiteBudget(x, i, p, A) :=

Definition B.15 (EpochBudget, from [43]). Fix a device-
epoch record x € X, p an attribution report, and A > 0
the Laplace noise scale applied to p. Given the upper bound
Ax(p) = Ac(p) on the per-epoch individual sensitivity given
by [43], the individual privacy loss for device-epoch record
x is:

Ax(p)
)

Definition B.16 (Privacy filter ¥, adapted from [38]). Pri-
vacy filters track privacy loss of adaptively chosen mecha-
nisms against a predetermined budget. We adapt the standard
definition for pure DP privacy filters and define a filter ¥ as
a stateful object storing its remaining capacity, initialized to
€initial (the filter capacity).

We then recursively define . canConsume, ¥ . tryConsume
and pass ;, the indicator that the jth budget was granted, for
a sequence of adaptively chosen privacy budgets €!, €2, .. .,
as follows:

e 7. canConsume(e’): Returns TRUE if the filter can ac-
commodate additional privacy loss €, e, € < €nitial—
2i<j el passy where €nitial is the filter capacity.

e F.tryConsume(e/): Calls canConsume(e/). If suc-
cessful, sets passy; = 1 to deduct €/ from the filter’s
remaining capacity; otherwise, sets pass4 ;=0

EpochBudget(x, p, 4) := (68)

By definition of canConsume we obtain the following ca-
pacity invariant:

Z 2 passg ; < €initial - (69)
J
Definition B.17 (Per-action domain cap K). We define a
domain cap as a stateful object K C S, initialized to @ with
a cap Kuction and two methods, for a domain s € S:
e K.canAdmit(s) < |K U {s}| < Kaction
e K.tryAdmit(s): if K. canAdmit(s), set K «— K U {s};
otherwise leave K unchanged.
Note that only the first admission for a given domain
can be rejected, and the invariant |K| < xaction bounds the
number of distinct domains.

Definition B.18 (Per-device-epoch state #(4)). For each
device-epoch record x = (d, e, F), we maintain four families
of pure DP filters (global, per querier b, per conversion site c,
per impression site i) and domain caps for each user action
u. We denote the resulting state Fg:

. global uerier[b] onv-quota[c]
Fae = (FE (Foherie™), o (Fe ocs:

(ﬁjp-quota[i] )ics (Kaelul )uew)» (70)

We lazily initialize these filters/cap instantiated with re-
SPCCtiVe CapaCitieS €global> €querier> €imp-quota> €conv-quotas Kaction-

We make two remarks. First, the state ;. can change
depending on the adversary’s queries, even when the under-



Alg. 5 Big Bird algorithm on a single device

Alg. 6 AtomicFilterCheckAndConsume

1: Input
2: Device d with growing on-device database Dy « 0
3: State (Fde)ecs lazily initialized with

€aps €global> €queriers €imp-quotas €conv-quotas Kaction

4: def Savelmpression(i, imp, u)
5: e < CurrentEpoch()
6: if Fge.K[u]. canAdmit(i) = FALSE then
7:  return// Silently reject impression if cap exceeded
8 Fae.-K[u].tryAdmit(i)
9: Store impression event
10: D§ « DG U {(u,i,imp)}
11: return

Generate report and update on-device budget
12: def GenerateReport(D, p, A, u, b)
13:  Read p to get device d, conversion site c, target epochs E, attribution
function A with relevant impressions Fy4.
14: fore € Edo
15:  x <« (d,e, D;)
16:  if Fge.K[u]. canAdmit(c) = FALSE then // Def. B.18
17: Fe < 0 // Zero out epoch if per-action domain cap exceeded
18: continue // Skip to next epoch
19:  Fae.-Klu]. tryAdmit(c)
20:  Fe « DY N Fa // Effective relevant impressions
21:  ip < ImpSites(F,) // Effective impression sites
22:  €x < EpochBudget(x, p,A) // Def. B.15
23: el —{}
24: fori € i, do
25: €.« EpochImpSiteBudget(x, i, p, A) // Def. B.14
26: el[i] « €L
Check and update filters/quotas atomically (Alg. 6)
27:  if AtomicFilterCheckAndConsume( ¥y, b, ¢, i¢, €x,€1) = FALSE
then
28: Fe < 0 // Empty the epoch if any check fails
29: p — A((Fe)eer) // Clipped attribution report
30: return p
31:

lying data is fixed (e.g., when the data is generated in chunks
epoch by epoch). Second, since the pair (d, e) appears only
once in valid databases, we can index by x = (d,e, F) to
obtain the same ¥ even as F changes, e.g., when new events
are added to the same device.

B.3 Global Privacy Guarantees

We now state and prove the privacy guarantees, stated for
a formal privacy game modeling Alg. 5 execution over the
whole system.

Execution model. Alg. 7 presents an abstract model of
Big Bird’s operation, capturing how it answers queries se-
quentially for all queriers. At each time step ¢, querier k can
formulate a query QF, which is a batch of reports as defined
in Def. B.7. When a querier has nothing to ask, it can send
an empty query with zero sensitivity. Answerouery then pro-
cesses each individual report p, (for r € R, where R is the set
of report identifiers in Q). For each report, GenerateRreport
creates an individual clipped attribution report. Finally, re-

1: Input
2. Budgets ¥, querier b, conversion site ¢, impression
sites i
€x: epoch-level privacy loss
€l: epoch-site-level privacy loss
/! Phase 1: check if all filters can consume (Def. B.16)
if ﬁquerier[b]. canConsume(¢ey) = FALSE then
return FALSE
if ﬁgl(’bal. canConsume(e,) = FALSE then
return FALSE
10: if T;onv_quom[c],canConsume(ex) = FALSE then
11: return FALSE
12: forieido
13:if ﬁmp_qUOta[i]. canConsume(el[i]) = FALSE then
14:  return FALSE
15: // Phase 2: consume from all filters (Def. B.16)
16: ﬁquerier[b] .tryConsume(ey)

lobal
17: F2°7% . tryConsume (ex)
Tconv—quota[c]
x

L

R A

18:
19: fori€ido
. 7_;Clmp-quota[l] ) tryCOl’lSume(E,i; [iD

21: return TRUE

.tryConsume (¢ey)

ports are summed and noised before returning the query
result.

At Line 13, world y = 0 skips all the impressions on
(do, €9), following the neighboring relation from Def. B.4,
and every other call is executed identically in both worlds.
Theorem 4.2. Consider x € X with global filter capacity
€global- Then, Big Bird satisfies individual device-epoch €global-
DP for x with respect to the neighboring relation in Defini-
tion B.4. That is, for all data generation processes G, for all
queriers Q' . .., QK, the output V) of Alg. 7 under challenge
bit y verifies:

ax X (Emax+1) XK
Yo ERede (¢max+1) ,

Pr[V(O) — U]
tn (m < €global-  (71)

Proof. Take the in-or-out device-epoch x = (dy, ey, F) €
X. Denote by x¢ = (dp, ey, F N F©°") the device-epoch
obtained by keeping only public events from x, where
public events are the set of all conversions. Take v €
RemaX (et XK and y € {0,1}. v is the vector of val-
ues returned at different points in Alg. 7. We split it
Into v = (01,0, 01,1, - - - V1tys - - -5 V05 - - - Ve,e) Where vgg =
(v; 0 vfo) is a value for the output from Line 22 of Alg. 7
(pliblic events from epoch e for each querier k € [K]),
and v,; = (v;’t, .. .,vf,), where vlg,, is the output for the
query QF for querier k at step ¢ from epoch e (Line 27). By
conditioning over past outputs at each time step (e, t, k) €



Alg. 7 Formalism for DP analysis

1: Input

2: Challenge bit y € {0,1}

3: In-or-out device-epoch (dy, ep)

4: Data generation process G

5: Queriers Q1. .., QK

6: Output

7: ViewV = (V1,..., VEK) € Remaxx(tmax +1)XK of o]] QF
8:

for e € [emax] do

Devices and events for epoch e, generated from all previous results
9: G« G(VL,,...VK)

View of each querier, initialized empty for conversions

10: (VE)kerx] = (0)ke(k]
11: for (d, f) € Gdo
12:  if f = (u,i,imp) € F'™P then
13: if y =0and d =dp, e = ¢y then

14: skip // Keep impression events out in World 0
15: else

16: Savelmpression(i, imp, u) on d

17:  else

Each querier receives its conversions and corresponding report identifiers
18: D; — D; + f, with f = (u, ¢, b, conv)

19: Generate report identifier r & Uu(z)
Save the device and action context that generated r
20: (dr,uy) « (d,u)
21: for k € bdo
22: VE’ — Vk U {(r, f)} // Output conversion and report identifier
23: Queriers ask queries, round robin
24: fort € [tmax] do
25:  fork € [K] do
Querier k chooses based on its own previous results
26: Ok, Ak Qk(VSkE’Q)
27: Ve’ft «— AnswerQuery(D=¢, f, )tf, k)
28: // Collect, aggregate and noise reports to answer Q
29: def AnswerQuery(D, Q, A, b)
30:  (pr)rer < Q// Get report identifiers from O
31: forr € Rdo
32:  p, < GenerateReport(D, p,, A, uy, b)
33:  Sample X ~ Lap(A)
34: return ),cp pr + X

[emax] X {0, ..., tmax } X [K] we get:
Pr[VX) =] (72)

emax fmax K

k
l—[ nPr (X) = Z’et|0<e <t (73)

e=1 t=0 k=1
Take € € [emax], t € [tmax] and k € [K]. By Algorithm 7,
we have:
Pr[v5W¥ = 74
r[ Ve, t|v<e <t] (74)

=Pr[Answerdery(D(X),Qf, /1];, k; 7:6];’(%)) = v’ét], (75)

where the database D(X), the query QF with associated noise
A¥ and the state 7—;’;’()( ) are functions of past results vé’e‘ <
The generated data and the queries are chosen by G and Q¥
conditionally on past results but independently of y. The
database can depend on y, but only at (dy, e)), since world 0
skips the impression saves on that device-epoch at Line 13.

The state can also depend on , albeit in a limited fashion,
since we have:

k, k,
vx' € DO DY (F5E) = (FED)e (76)

Indeed, Alg. 5 shows that the budget spent for x’ at
each step only depends on past queries, which are identical
in both worlds once we condition on v<’e‘ <> and on the
record x’ itself, which is identical in both worlds. This is
thanks to device-epoch level accounting in Def. B.15, B.14.
The same holds for domain caps Ky . [u]: even though
GenerateReport iterates over the whole window E, each
iteration reads and writes only Ky . [u], decides from that
entry, and skips only that epoch if it hits the cap.

Let p,(D; ) = GenerateReport(D, p,, A; F) denote the
filtered report returned by Alg. 5, which maintains the state
¥ . Then:

k,
Pr[V5Y) = of Josk ]

=Pr| > pr(DWFEID) + Xep =0k, |, (77)

k
reRrg,

where X, ; is the Laplace noise added at time e, ¢.

We omit the e, t, k indices when they are clear from context.
We denote by D the database generated conditionally on
U§§,<t before adding the in-or-out record, giving: D(® =
D+ xc and DV = D + x for e > ¢y (and D = DM for

e < ep). By Def. B.5, since F4 C F'MP and FNEF©Y NFmP = (),
we have:

pr (D7) = pp(D + (do, e0, F NE©™ N Fy))
= pr(D; 7”)

By Alg. 5, remark that the state (7’7(0)),(/ for x’ € {x,x¢c}
has no impact on the output: replacing the corresponding
data by 0 at Line 17 (when hitting a per-action domain cap)
or Line 28 (when running out of budget or quota) is a no-op.
Combining this observation with Eq. 76 gives:

pr (D7) = po (D) (78)

We can now bound the privacy loss at step e, ¢, k:

k,
Pr[V © _ vet|v<e <]
In ) (79)
Pr[V = vetlv<e <]
Pr |2, ee, pr(Ds 7 + Xy =0 |
< (ln (80)

Pr[ZreRk pr(D + x; T( ))+Xet— ]

We now omit 77,(1) since it is present on both sides. Take
r € R;. We define the boolean pass, by pass, = 0 if F, is ze-



roed out (either by the domain cap at Line 17 or by the atomic

check at Line 28), in the world where x is present. If pass, = 0,

we have p, (D +x) = p,(D) because of Alg. 5, Line 28. Other-

wise, if pass, = 1, we have ||p,(D + x) — p-(D)ll; < Ax(p;).
Hence,

llpr(D) — pr (D + x)|| < Ax(pr)pass, (81)
Thus by triangle inequality followed by Def. B.15 we have:
1D, D)= ) pr(D+0ll < Y Aclpr)pass,  (82)

reRr; reRr; reRr;
k
< Z Ay - epass,  (83)
reRr;

And since X; ~ Lap(A¥), by property of the Laplace dis-
tribution Eq. 80 becomes:

k
PI‘[ (O) = Z)et|0<e <t]
In k D

Pr[V,;

< Z €,pass, (84)

reRr;

= Z’e t |v<e <t

We can now bound the total prlvacy loss. First, we use
Eq. 72 and the fact that the outputs v* o0 at Line 22 are identical
across both worlds by definition of x¢ to drop indices where
t=0:

Pr[V(® =
PV =0l (85)
Pr[V() =o]
€max fmax K v (0)
mey nes = Pr(V, et|0<e <z])
=|ln (86)
k
(e—l l;)[ B Pr [V (1> <e <t]
k,
B €may fmax K Pr[Vet(O) - Uet|v<e 2 )
- pr[v5 =
e=1 t=1 k=1 r[ <e <t]
By triangle inequality and Eq. 84, we get:
Pr[V(©® =
In —r[ d (88)
Pr[V() =g

< é Z Z €,/ pass, (89)

Finally, each €,pass, is an amount granted by ¥ global

its capacity invariant Eq. 69 gives:

max lmax K
ez Z Z Z €rpass, < €global (90)

e=1 t=1 k=1reR;

Hence we have shown Eq. 71. O

B.4 DoS Resilience

This section proves our main resilience result for Big Bird’s
quota-based online algorithm: Thm. 4.1. First, Lem. B.19
shows that the 2-PC check (Alg. 6) ensures (1) atomic con-
sumption across all filters relevant to a query, and (2) when
all filters have sufficient budget, each consumes an amount
proportional to its level-specific sensitivity either at epoch
or at epoch-site level. Next, Lem. B.21 and B.23 bound the

total privacy budget the adversary can consume from the
global budget at any device-epoch, using the atomic con-
sumption guarantees of Lem. B.19. These first two lemmas
give Thm. 4.1(i). Lem. B.24 then connects user actions to ob-
tain Thm. 4.1(ii), and Lem. B.25 lifts the bound to the query
level for Thm. 4.1(iii).

B.4.1 Preliminaries.

Notation. Everything in this section (§B.4) is stated inside
one fixed execution of Alg. 7. Let Spmax = emaxtmaxK. We
index the queries from Alg. 7 by s € [smax] instead of triples
(e, t,k), so each execution of AnswerQuery is associated
with a unique s, with corresponding report identifiers R and
querier bs.

For a device-epoch x = (d, e, F), a query s and r € R; we
write c, for the conversion site of r, i, = ImpSites(F N Fy,)
for its effective impression sites (i.e., I, (x) from Thm. B.12),
€5 and E;-’s (for i € i, ) for the losses computed at Line 22
and Line 25, and pass,, € {0,1} for the indicator that
GenerateReport zeroes F, at neither Line 17 nor Line 28.
Each of €, and €., is 0 when Alg. 5 does not compute it at
x. When the report index is clear from context, we drop r
and write cg, i, e; and pass,.

Lemma B.19 (Atomic filter check guarantees). Fix a device-
epoch record x = (d, e, F), a query s and r € Rs, with querier
b = bs. Using the definition of pass, ; and Alg. 6, we have:

uerier[b] global onv-quota[c, |
(a) 7"26 , 7';)8 and 7"026
actly €5 pass, ¢

each grant ex-

(b) foreachi € iy, ?zmp quotal] grants exactly e} pass,

Proof. We prove both properties together. Fix r € R with
pass, ; = 1. By Alg. 6, the atomic check returns TRUE exactly
when all Phase 1 checks pass and all Phase 2 operations
execute. For this report, with conversion site ¢,, querier by,
and impression sites ir e, Phase 2 calls:

?-querler

lobal
o FEPY tryConsume(e; )
N 7_-conv—quota[c,]
x

tryConsume(er s)

.tryConsume(é€;, )

.. imp-quotal[ i
e Foreachi €i,q: Fp b "¢ alil

.tryConsume(e. ;)

Note that €, 5 is the device-epoch-level individual privacy loss
computed for this specific report r (e.g.,, via EpochBudget in
Line 22 of Alg. 5). Similarly, each €., is the device-epoch-site-
level individual privacy loss for impression site i relevant to
this report r (via EpochImpSiteBudget in Alg. 5). Therefore,
when pass,; = 1, the conversion-site quota filter (for c,),
the per-site filter (for bs), and the global budget all consume
exactly the same amount €, ;. Concurrently, each relevant
impression-site quota filter (for i € i, ) consumes its specific
amount eﬁ,s, which is proportional to its sensitivity at the
epoch-impression-site level for this report r. O

B.4.2 Number of sites. With these atomic guarantees we
can bound how much of the global budget can be depleted



at any device-epoch x € X. The main isolation result is in
Thm. 4.1, which uses Lem. B.21, B.22 and B.23.

Definition B.20 (Budget consumed and quotas charged).
Fix a device-epoch x = (d, e, F), and any set of reports Rs C
R; for each query s € [Smax]-

Let R" := {(s,7) : 5 € [Smax], ¥ € R, pass,; = 1} the
reports that pass the filters. Then, we define:
EglobaI(R) = Z €r,ss (91)
(s,r)eR*
cRy = | foh
(s,r)eR*
N(R) = |C(R)I,
IR) = | ine
(s,r)eR*
M(R) = |I(R)]. (92)

Def. B.20 defines what a group of report consumes. When
reports are associated with an attacker, this defines the im-
pact of the attacker, but the definition itself does not involved
any notion of attacker. By Lem. B.19, reports R consume
€global (R) from ?'gbbal and they charge the domains C(R)
and I(R). In the lemmas below, we take R to be the reports
an adversary elicits and note: R,q, = (R V)sesme] With
R34V C Ry, writing Eglobal = €global (Radv) and likewise R7,

Cadvs N adv_ Ly, M4 Note that L4y contains every impres-
sion site charged by an attacker-elicited report, even honest
impression sites that happen to allow malicious conversion
sites to query their impressions. This corresponds to the
threat model from §4.1, where L4, U Caqy is the set of do-
mains directly controlled by, or transitively partnering with
the attacker.

Lemma B.21 (Conversion-site quotas bound). Fix a device-
epoch x = (d, e, F) and an adversary that elicits the reports

Radv- By Def. B.20, these charge N*®" distinct conv-quota fil-
adv global
ters and consume €global from T;z',e .
Then, we have:

adv < N

€global 6conv—quota . (93)

Proof. By definition of egﬁ)"bal we have:

adv _
o= 0, ), e

S€|[Smax ] r€Rs:pass, ¢

E Z 6r,5passr,s

S€[Smax | r€Rs

Then we use the definition of C,4, to sum over all reports
R, instead of Rg C R;:

adv
global = Z Z Z €r,sPass,

c€Cydy  S€[Smax] TERs
cr=c

< Z Econv—quota

c€Cqqy

where the last step comes from Lem. B.19(a): each r grants

lobal -quot:
‘Fg %% and the same amount to T;va qaue a[cr]’

€rsPasS,
followed by the capac1ty invariant Eq. 69.

The definition of N2 finally gives €2dY = < N2d

global = econv—quota-

]

Lemma B.22 (Impression-site quota allocation consistency).
Fix a device-epoch x = (d, e, F), a query s and a report r € R,
and take A ;(p,) as in Eq. 55 with 2A(p,) as an upper bound
for Ai(p;y) (Lem. B.13). We have:

€ s < Z € (94)

i€ire

Proof. Write A for the noise scale of query s, so that €, =
Ax(py)/A and ei,s = Axi(pr)/A (Def. B.15, B.14). We go
through the different cases for the upper bound on A, (p;):

olfd+d,e¢E,or FNF, =0,thene s =0.In that
case, by Thm. B.12 we also have €] ; = 0 for all i. This
covers in particular i, = 0, since i, = ImpSites(F N
Fy,).
e Otherwise i, # 0, and we fix any i € i,,:
- Ifd =d, and E, = {e}:
« If i, = {i}, we have € = €., = [|A(F) -
AOI/L
* Else, we have €., = 2A(p,)/A 2= ||A(F) -
Ar((Z))lll//1 = _6r,s~
- Else, we have €, ; = 2A(p,) /A 2 A(p,) /A 2 €.
In each case €5 < €., and the remaining terms of the
sum are non-negative.

O

Note that the upper bound in Lem. B.22 can be quite loose.
Since the impression-site quota has no privacy meaning and
is only used through Lem. B.22 to obtain isolation guarantees,
instead of using per-epoch-site privacy loss we could use
any heuristic that also satisfies Lem. B.22’s €5 < Y;¢; . €L
For instance, we could divide €, ; uniformly across iy..

Lemma B.23 (Impression-site quotas bound). Fix a device-
epoch x = (d, e, F) and an adversary that elicits the reports

Radv- By Def. B.20, these charge M?® distinct imp-quota filters
7_—global

adv
and consume €global from

Then, we have:

adv < M

global = Eimp—quota . (95)

d
Proof. By definition of eal bal®

to each report, we have:

and then by Lem. B.22 applied



adv
global Z Z €r,sPass, s

S€[Smax | r€Rs

> XY s,

S€[Smax] r€Rs i€ire

Then we use the definition of I,4y, which contains i, for
every report with pass, . = 1, to sum over all reports Rs
instead of R; C Rs:

adv i
G S D0 Dy D Erabassy,

i€ldy  SE€[Smax] TERs
i€iye

< Z €imp-quota

i€Lydy
where the last step comes from Lem. B.19(b): each r grants
ei’spassr)s to ?;fp-quom[l] for each i € i, ., followed by the
capacity invariant Eq. 69.

The definition of M2¢ finally gives €23V < M2

global = 6‘imp—quota .

]

We can now combine Lem. B.21 and B.23 to obtain our
main isolation theorem:
Theorem 4.1(i) (Resilience to DoS depletion). Fix a
device-epoch x = (d, e, F) and an adversary that elicits the re-
ports Ragy. By Def. B.20, these charge M distinct imp-quota
filters and N°® distinct conv-quota filters.

Then, the adversary’s consumption €%

global _
alobal Jrom ¥y, sat
isfies:

e < min(M*

d
global V6(:0nv—qu0ta) . (96)

Proof. The conversion-side bound is Lem. B.21 and the
impression-side bound is Lem. B.23, and we take their
minimum. O

a
eirnp—quotas N

B.4.3 Number of user actions. We now bound the num-
ber of sites by the user actions that resulted in quota deduc-
tions.

Lemma B.24 (Quotas per user action). Fix a device-epoch
x = (d, e, F) and an adversary that elicits the reports R,qy-
Separate the actions that carry their conversions from those
that saved the impressions they read at x:

UL = {u, : (s,1) € RT,
UL = U ImpActions(F N Fa,).

imp
(sr)eRr?,,
d — d d d d
Write Uy, = U Unp = |"Ll|?nl‘3’| and U
d d
| UG U US| Then,
Nadv < Koot Uadv (97)
= RactionYconv»
Madv < KactionUadv (98)

imp>

Nadv’ Madv < KactionUadV~ (99)

Proof. For any ¢ € Cuqy, Some (s,1) € ‘R;'dv has ¢, = ¢, so the

GenerateReport path for that measureConversion request

passed Fae-K[u,]. canAdmit(c). Hence ¢ € Ky [u,] with
€ U,

Slmllarly, for any i € L4y, there is r such that i € i,, =
ImpSites(F N Fa,). Hence F N F4, contains an impression
(u, i, imp) with u € ImpActions(FNF,4,) C (Hﬁg;. That event
was stored by an accepted saveImpression, which passed
Fae-K[u]. canAdmit(i), so i € Kyelu].

Finally, each cap contains at most k,ctjon domains (Def. B.17).
Hence the first bound (Eq. 97) comes from C,q, with the
caps indexed by 2%¥ , and the second bound (Eq. 98) comes
from I,q4, with the caps indexed by /2.

imp.

The third bound (Eq. 99) takes the union. O

We now prove the main graceful degradation theorem,
which bounds the adversary’s budget consumption as a func-
tion of the number of user actions they can elicit.
Theorem 4.1(ii) (Graceful degradation). Consider an at-
tacker collecting U® user actions across their domains for
device d. Under the configuration of Table 2, the budget €Y

global

that this attacker can consume from the global budget is upper-
bounded by:

gﬂ)\{)al < (1 + r)€querier X Kaction X uadv, (100)

Proof. By Lem. B.24, and using the configuration from Ta-
ble 2, where €imp-quota = n(1+ r)equerier and €conv-quota =
(1 + r) 6querier,

adv adv
M €imp-quota < n(1+r) €querier X Kaction X U

adv adv
N*"€econv-quota < (1+7r) €querier X Kaction X U™

The limiting factor is N' adveconv_quota, and applying part (i)
of Thm. 4.1 yields the result. O

Note that under the additional assumption that no domain
both saves an impression and measures a conversion un-
der the same user action, each charged quota filter would
occupy a distinct domain cap slot, giving M + N2V <
KactionU?". Part (i) of Thm. 4.1 would then give ;ﬁ)\{)al <(1+
r)equerier min(nMadv’ Nadv) < % (1+ 7')€quer1e1r’<act1onUa1
We do not make this assumption, and Thm. 4.1(ii) uses the
weaker bound above.

dv

B.4.4 Number of devices.

Lemma B.25 (Query error from depleted device-epochs).
Take a database D with filter state F, and let F be obtained
from F by depleting €gobal at k distinct device-epochs. Let
Q = X,cr pr be a query in which A(p,) < A for everyr, and
at most m reports belong to any one device. Then

1Q(D: F) = QD F)lly <m-k-A.

Proof. Take a query Q : D — Y, g pr(D) as defined in
Def. B.7. Take a database D and filter states 7, ¥ where ¥



is obtained from # by depleting €giobal for k distinct device-
epochs. For a report p,, we denote by p,(D; ¥) the filtered
report returned by GenerateReport in Alg. 5. Similarly, we de-
note by Q(D; F) := X,.cg pr(D; F) the filtered query before
adding noise.

Consider a single report identifier r € R, with attri-
bution function A, over n, := |E,| epochs. We have
pr(D;F) = Aq(Fy,...,Fp,) where Fy,...,F, are the rel-
evant events from D after passing the filter check based on
¥ in Alg. 5. Now, without loss of generality, suppose that
the first k, epochs for that report are depleted in F . This
causes the filter check to fail for these epochs, returning:

pr(D;F) =Ap(0,...,0,Fx 41,.... Fy).

For j € {0,...,k.}, write FV) := (0,...,0,Fjs1,...,Fy,)
for the input with the first j epochs zeroed out, so that
pr(D;F) = A(F©) and pr(D;7~:) = A, (F)). Consec-
utive inputs FU~1 and FU) differ in a single epoch, so by
definition of global sensitivity (Def. B.8) each step is bounded
by A(p,) < A. After telescoping over the k, depleted epochs
and applying the triangle inequality we get:

(D F) = pr(Ds Pl = iAr(F<f-1>> - A

Jj=1

kr

< 1A FYD) = A (FD);
j=1

<k -A

Putting this together, we get:

10D 7) - Qs = | 3 e (D57) - pr5)|
reR

< > llpr(D;F) = pr(D; )l

rer
<D ke A
reR
<m-k-A

where }’,.cgr kr < m - k: each report reads depleted epochs
only on its own device, so each of the k depleted device-
epochs is counted by at most the m reports belonging to that
device. O

Theorem 4.1(iii) (Bounded query impact). Consider the
setting of Lemma B.25 with an attacker collecting U*® user
actions across their domains for device d, whose own reports
deplete the global budget at each of the k device-epochs. Under
the configuration of Table 2, the error induced by the attacker
is bounded by:

1Q(D;F) = Q(D; Ay <m -k - A,

where
€global

n(l1+r) €querier * Kaction

k< UadV/|-

1.

Proof. Lemma B.25 covers the first statement.

Denote by Xge, the k depleted device-epochs, and take
x € Xgep, Writing M2 and Ui":g;)’(x) for the corresponding
quantities at x. The attacker’s own reports consume the

lobal
?_;go a’soeadv —

whole capacity of alobal = €global at x. By Lem. B.23
and Eq. 98, and using the configuration from Table 2 where

€imp-quota = n(1+r) €querier*

d d
€global < M; Veimp—quota <n(l+ r)equerier X Kaction X U;q;,/(x)

€global
T g o 220
Uiir‘f;)’ (x) is an integer, so we can round the right-hand
side up. By Def. B.1, all the impressions of one action on d
belong to a single device-epoch. The device-epochs of Xyep,
therefore draw disjoint sets of actions from the U4 actions
collected on d:

U > ) UM (x) > k{

x€Xdep

. . d
Rearranging gives U3 ;’(x) >

€global

n(1+ r)Equerier * Kaction

>

which gives the bound on k. O

B.5 Simplified model (for educational purposes)

Alg. 8 shows a simplified version of the full Big Bird sys-
tem model that we analyze formally, but one in line with
the generic model from §3.1. The purpose of including this
simplified version is educational: it provides easy-to-read un-
derstanding of how one can represent key aspects of system
behavior in modeling.

First, the budgets’ IDP semantics are visible in the x €
X subscript at Line 7, where x corresponds to a device-
epoch. This indicates that the filters are each maintained
on each device and for each epoch. Second, privacy loss
is computed at a finer granularity (Line 21) for imp-quota
than for the other budgets. Third, Big Bird uses a shared
limit (£ in §3) consisting of a collection of privacy bud-
gets and quota budgets, denoted . At Line 22, (Fglobal

<o FPR ] (e, €l) denotes the atomic check and
consumption of budgets performed for each record (device-
epoch). For comparison, ﬂglObal(ex) A A ﬁmp_quom[i] (el)
would check budgets independently, potentially spending
from one but not the other, which harms utility. We show
that this atomicity, never previously studied, preserves global
IDP.

C Examples of Cap Interactions with
Device-Epoch IDP

To illustrate how easy it is for seemingly reasonable DoS
caps to violate device-epoch IDP, we present a natural but in-
correct instantiation of “capping global-budget consumption
per user action,” followed by its corrected form.



Alg. 8 Simplified version of Big Bird formal model.

1: Input
2 Challenge bit y € {0,1}
3:  In-or-out record xq to be inserted at time t;
4:  Public information C
5. Data generation process G
6: Queriers Q',...,QK
7:  IDP budgets for each x € X: ﬁgIObal, (F KD ke (K]
(B Deers), (B [i])iers)
8: for t € [tpax] do
// Data generation model:

9: D; Q(Vit, e Vft) /] new data depends on all past results

10. if t =ty then
// On challenge, insert in-or-out record...

11:  if y =0 then

12: Dy « Dy + xo N C // ...with public events only
13:  else
14: D; < Dy + x¢ // ...with public and private events

/I Query execution model:
15: for k € [K] do
16: qlf — Qk(Vft) /] Abstract query over whole database
17 SK D
18:  forx € Ddo
// Compute device-epoch loss and device-epoch-impSite loss (for
imp-quota)
19: éx < EpochBudget(x, ¢¥)
20: foricido
21: €. « EpochImpSiteBudget(x, i, g*)

/] Atomic transaction across all budgets

29: ' if (ﬁglobal 7_-):merier [k] o Txconv—quota [C] o
T ) (ex, ) then
23: Sl{c — Sf \ {x} // Drop out-of-budget record

240 VF — gk(sh)
25: return V1,... VK

Faulty instantiation. Alg. 9 tries to cap the total
privacy consumption generated by all reports within a
single user-action context. A natural approach would be
to cap the cumulative privacy loss across all epochs ac-
cessed by reports following that user action. The algorithm
does exactly this by maintaining a single accumulator,
consumedPrivacy [uaCtx], that aggregates privacy
loss over every epoch touched by any report in that uaCtx.
If, during the execution of a report, this cumulative loss
would exceed the cap €,ction, the algorithm halts and returns
a null report, AttributionFn(0,.. ., 0).

While intuitive, this design inadvertently couples epochs:
whether data from epoch e is included in the report now
depends on privacy consumption in other epochs accessed
earlier in the same uaCtx. This violates device-epoch IDP,
which requires that privacy loss in epoch e depend only on
that epoch’s data. In effect, a querier’s interactions in epoch

Alg. 9 Non-IDP capping of budget consumption per user
action
def onUserAction( )
uaCtx = createUserContext()
consumedPrivacy[uaCtx] « 0
return uaCtx

def measureConversion(uaCtx, impSites, querier, convSite, params)
for e € params.attributionWindow do
I, «— MatchingFn(ImpressionStore[e], params)
Compute IDP loss w/ Cookie Monster algo.
€. « computeEpochLoss(Ie, params)
Ensure that total privacy consumed in this user-action context across
all epochs stays within the cap. If it exceeds, stop execution and return
a null report.
if consumedPrivacy[uaCtx] + €. > €acrion then
return AttributionFn(0, ..., 0)
consumedPrivacy[uaCtx] + = €,
Then deduct from per-epoch global budgets and per-querier budgets.
tx = beginTransaction()
if querierBudget[e][querier].tryConsume(e,, tx) and
globalBudget[e].tryConsume(e,, tx) then
tx.commit()

cap exceeded, return null report

else
tx.abort()
I <0
Generate attribution histogram from remaining impressions
return AttributionFn(I,, ..., l,,) e; € params.attributionWindow

e; can suppress contributions from epoch e;, which means
that privacy loss accounted for e; now depends on data in
ey, violating IDP.

Correct instantiation. Alg. 10 restores IDP soundness
for this candidate approach by isolating caps per epoch. Each
user-action context maintains a separate tracker for every
epoch:

consumedPrivacy[uaCtx] [e].

When epoch €’s loss in this uaCtx exceeds €,ction, only that
epoch’s contribution is nullified; all other epochs proceed
independently. This preserves the required per-epoch sepa-
rability: the decision to include or exclude epoch e depends
solely on that epoch’s data and budgets, not on privacy loss
incurred elsewhere. This same principle underlies Big Bird’s
per-action domain cap design (Alg. 2), where checks are
carefully partitioned per epoch and user-action contexts
never span epoch boundaries. Together, these mechanisms
ensure that resilience mechanisms do not inadvertently break
device-epoch IDP.

D Cross-report Privacy Loss Optimization

In §B, we presented a general algorithm where queriers
pay for each report separately. It is common for conver-
sion sites to embed multiple intermediaries and to perform
attribution once across impressions displayed by all inter-
mediaries. When multiple reports for the same conversion
involve disjoint impression sets (e.g., across intermediaries),



Alg. 10 Correct, IDP-respecting capping of budget consumption
per user action

def onUserAction( )
uaCtx = createUserContext()
consumedPrivacy[uaCtx][e] « 0 for each epoch e
return uaCtx

def measureConversion(uaCtx, impSites, querier, convSite, params)
for e € params.attributionWindow do
I. « MatchingFn(ImpressionStore[e], params)
Compute IDP loss w/ Cookie Monster algo.
€. « computeEpochLoss(Ie, params)
Ensure that privacy consumed per epoch in this user-action context
stays within the cap. If it exceeds, eliminate the epoch’s data from
consideration for this report.
if consumedPrivacy[uaCtx][e] + €¢ > €acrion then
I <0 nullify contribution of this epoch to the report
consumedPrivacy[uaCtx][e] + = €,
Then deduct from per-epoch global budgets and per-querier budgets.
tx = beginTransaction()
if querierBudget[e][querier].tryConsume(e,, tx) and
globalBudget[e].tryConsume(e,, tx) then
tx.commit()

else
tx.abort()
I, — 0
Generate attribution histogram from remaining impressions
return AttributionFn(Ie,, ..., L,,) e; € params.attributionWindow

def onEpochChange(uaCtx)
destroyUserContext(uaCtx)

we prove that one need not double-count against shared
budgets (global, conversion-site, and impression-site quotas).
Indeed, the combination of reports from different interme-
diaries reveals no more than a single attribution across in-
termediaries. We present the intuition first with an example
and then with detailed formalism and proofs.

D.1 Example

We modify the example in Fig. 4 and §4.3 as follows. Instead
of working with a single intermediary adtech.ex, shoes.ex
works with both adtech.ex and adtech2.ex. adtech.ex dis-
plays impressions on news.ex, and adtech2.ex on blog.ex.
Upon conversion, attribution is still computed across all rel-
evant impressions, spanning both intermediaries. For shoes
.ex’s own measurement queries, accounting is unchanged
since intermediaries operate on shoes.ex’s behalf and are
not queriers themselves. As before, adtech.ex can request
an additional report (j) measuring its own impressions for
placement optimization purposes. Here, adtech.ex receives
a report containing a histogram with attributed value 30 (for
the impression on news.ex). Additionally, adtech2.ex can
measure its own impressions and receive a report (k) con-
taining a histogram with attributed value 30. Naively, one
would expect a cumulative deduction of 0.9 from the global
budget (three reports). Yet, one can observe that the two
intermediary reports are shards of a single report with attrib-

uted value 60, because adtech.ex and adtech?2.ex receive
disjoint bins of the histogram. Leveraging this observation,
we show that it is possible to deduct only 0.6 from the global
budget. The same optimization applies to shared quotas.

D.2 Problem Statement

The example in §D.1 admits a cross-report optimization,
which we formalize here. We define variations of Alg. 7
and Alg. 5 in §D.3. We focus on histogram reports, defined
in §D.4, and show that paying only once for a sequence of
properly correlated histogram reports still satisfies global
IDP guarantees in §D.5. We leave the generalization to other
queries for future work.

D.3 Algorithm

Overview. Alg. 11 updates the formalism from Alg. 7. Instead
of generating a report immediately upon conversion, the
first querier to request a report attached to a report identifier
r calls MeasureConversion to create a stateful attribution
object a,, which pays upfront for any valid sequence of
histogram reports over non-overlapping impressions.

MeasureConversion performs attribution using the pre-
specified attribution function a and the noise scale A, which
give an upper bound on the total leakage of any sequence
of future reports applying a on disjoint sets of impressions.
All shared privacy loss is charged upfront and atomically at
MeasureConversion time, before any querier-specific inter-
action occurs. We run a modified two-phase commit protocol
to deduct budget from all shared filters (global and quota
filters), but not from querier-local filters, which are charged
separately.  Finally, a, stores the attribution function ar
with corresponding impressions F, the privacy parameters 4,
and the support S of impressions requested so far.

GetReport allows a querier to receive a report from r,
once the attribution object o, has been created. a, is only
created once, and is reused every time a querier requests
a report from r. GetReport checks that privacy parameters
match what was committed in the attribution object, and
that impressions are not queried twice. If these checks pass,
GetReport spends querier budget and computes the report
using the predefined attribution function a stored in a,. We
update the support of impressions S < S LIS, in &, each
time a new report p requests impressions in S, C 1.
Subroutine. We define AtomicFilterCheckAndConsume2 as
in Alg. 6, except that querier filters are not part of the atomic
commit. That is, we do not take b as an input, and we delete
Line 6 and Line 16 from Alg. 6.

The querier budget is left out of the 2PC because we don’t know ahead of
time which queriers will request a report, and we don’t want to block some
queriers if other queriers are out of budget.



Alg. 11 Updated formalism for cross-report optimization
(diff with Alg. 7)

Alg. 12 Big Bird algorithm (on-device) with cross-report
optimization for histogram reports

1: // Collect, aggregate and noise reports to answer Q
2: def AnswerQuery(D, Q, A, D)
3 (Pf)reR «— Q// Get report identifiers from Q
4: forr eRdo
5 if a, is not defined then
6 // Initialize attribution object
7 ay «— MeasureConversion(D, pf, A)

p’rJ (D), ar < GetReport(ay, pf, A, b)

9: Sample X ~ L(1)
10: return Y, g p2(D) + X

o

D.4 Histogram reports definition and properties

The following definitions (Def. D.1 and D.2) are adapted from
[43, Thm. 18]. Histogram reports distribute a positive value
across impressions, map each impression to a bucket, and
then sum up the attributed value in each bucket. Lem. D.3
gives the global sensitivity of such histogram reports, which
is bounded by the maximum attributable value.

Definition D.1 (Scalar attribution function). Fix a number
of epochs k > 0. A scalar attribution function is a function
a:P(I)k x I — R, that attributes a positive value ar(f)
to each impression f € 7, depending on all the impressions
in k epochs F € P (1)k.

For a scalar attribution function a, we define its maximum
attributable value a™** as follows:

a™ ;= max Zk: Z ar(f) (101)

k
FeP(TI) 771 feF,

Definition D.2 (Histogram report). Consider a scalar attri-

bution function a : P(Z)* x I — R, a support set of im-

pressions S C 7, an output dimension m > 0, and a one-hot

encoding function H that maps each event f to one of m buck-

ets. Thatis, H : 7 — {0,1}" suchthatVf € Z,||[H(f)||: = 1.
First, we define Ay s : P(L )k — R™ as follows:

k
AF) =" D A[f eSlar(f)-H(f)  (102)

J=1 feF;

Ag s is a well-defined attribution function (in the sense
of Def. B.5).

Second, for a device d and a set of epochs E, we define the
histogram report associated with A, s i as in Def. B.6:

p:D Agsu(Dy) (103)

Next, Lem. D.3 and D.4 give two preliminary properties
of histogram reports that will be used in Thm. D.5.

Lemma D.3 (Histogram sensitivity). Consider a histogram

1: Input
2. Filter and quota capacities €global, €querier> €imp-quotas

€conv-quota
3: def MeasureConversion(D, p, A, b)
4: Read p to get device d, epoch E, conversion site c, im-
pression sites i, histogram attribution function A, s, 1,
with scalar attribution function a, support impressions
S and histogram bin mapping H.

for e € E do
x «— (d,e, Dg)
if ¥, is not defined then

Fx < InitializeFilters(€global, Equeriers

o N N G

eimp—quotas 6conv—quota)
9: € « 2aM*/A

10: €l {i:2a™*/) i€ i}

11:  if AtomicFilterCheckAndConsume2 (¥, ¢, i, €y, e,i() =
FALSE then

12: F, < 0 // Empty the epoch if any filter check fails

13:  return « = (ag, F, A, 0) // Start with S, =0

14:

15: def GetReport(a, p, A)

16: Read «a to get attribution function a,, impressions F,,
noise scale A,.

17:  Read p to get device d, querier b, target epochs E, his-
togram attribution function A, sy with scalar attribu-
tion function a, support impressions S and histogram
bin mapping H.

18 ifSNSy #OVA#£A,Va, # a, then

190 p«— A(0,...,0) // Null report if inconsistent with o

20:  return p

21: fore € Edo

222 x « (d,e,Fg,)

23: €y < EpochBudget(x, p,A) // Querier budget only

24:  if Tfuerier[h] .tryConsume(€’.) = FALSE then

25: F, 0
26:  else
27: F, < F,,

28 a <« (aq,F,A,5,US,) // Update impression support
29:  p «— Aasu((Fe)eer) // Clipped attribution report
30: return p,a

report p with associated attribution function A, s . We have:

A(p) < 2a™ (104)

Proof. Take a report p with scalar attribution function a,
device d and epochs E. Consider two neighboring databases



D, D’ and denote F := Dg and F/ := D’g. We have:

1p(D) = p(D)lls = l|Aqs,1i (F) = Ags,r ()]s (105)
Z D ar(f) - H(f) = Z D ar(f)-H(P)|  (106)
J=1 feF; J=1 feF;
k
<> > aOIHE + Z D ar(DIHI (107)
j=1 feFj J=1 feF;

< 2g™@ (108)

Even though this bound holds even for non-neighboring
databases, [43, Thm. 18] provides mild conditions under
which the bound is tight. O

D.5 Privacy proof

Lemma D.4 (Correlated histogram sensitivity). Fix a device-
epoch x = (d, e, F) and a database D. Fix a report identifier
r € Z corresponding to a histogram attribution object a,. Fix
a sequence of reports p1, ..., p, that request a report fromr,
ordered lexicographically by time and querier (t,b). In partic-
ular, MeasureConversion is called for p; and then reused for
subsequent reports. 3.7 ||pi(D) — pi(D + x)||/A; represents
the total contribution over reports computed from ., each with
its own requested noise scale A;. Denote by pass, the output of
the 2PC for x in Alg. 12.
We have:

D llpi(D) = pi(D + ) /A
i=1

< pass, - 2a™ [ A4 (109)

Proof. If pass, = 0, then p;(D) = p;(D + x) because in both
cases the data for x is zeroed out (F, = () at Line 12), which
completes the proof in this case.

Now, suppose that pass; = 1. Take a report p; with scalar
attribution function a; and support impressions S;. These
only depend on past results vy, p,. If ;N (S;U---US;_1) # 0,
Ai # Ay or a; # aj, then p;(D) = A(0,...,0) = p;(D + x).
Also, if x = (d, e, F) is not queried by p; (d # d; or e ¢ E;),
then p;(D) = p;(D + x).

Denote by I the set of remaining reports satisfying S; N
(S;u---uS;—1)=0,A=A,a;=ay,d; =d,and e € E;. We
have:

Z llpi(D) = pi(D + ) /A; (110)
—Z llpi (D) = pi(D + )| /A4 (111)
iel
k
=310 D If e Slar(HH(f)-  (112)
iel  j=1 feF;
k
D0 D ALf € Siar (HH:(f)II/ A (113)
J=1 feF;
k
<D0, 2 Hfesda(f) +ap (/b (114)

k
<)) Z Lf € WiesSil (ar(f) +ap (f) /A (115)

< 2™ ), (116)

by Def. D.1 and using the fact that the S; are disjoint so
each impression is counted at most once.
]

Theorem D.5. Consider x € X with global budget capac-
ity €global. For simplicity, because we are considering a global
guarantee, we consider a non-adaptive data generation process
in Alg. 11, which defines a mechanism q. Then, q satisfies indi-
vidual device-epoch €globa-DP for x under public information
C.

Proof. Denote by x¢ = (d,e, F N C) the device-epoch ob-
tained by keeping only public events C from x, where public
events are the set of all conversions.

Take v € Range(q). As in Thm. 4.2, we want to show that:

(Pr[q(D +xc) =0]

Pr[q(D + x) = 0] )‘ < €global- (117)

Using Bayes’ rule and p(D + x¢) = p(D), as in Thm. 4.2,

we have:

‘ln(Pr[q(D+xc) =v])‘ (118)

Pr(q(D + x) = 0]
n [T;25 Tpes PrlZ, cge pE, (D) + X7 = 07]
[1725 Tpes PrIZ, e PP, (D +x) + X7 = 0]

(119)
ext PLAD) + XP = o]
S ( ; ) (120)
= s Pr[ZreRbprt(D+x)+X —Ut]

{p, T ER } is chosen adaptively,
potentially based on previous results 01, ey Uf_l. Since the
filters and attribution functions are identical for D and D + x

when we condition on past results, we write pf} (D) for

where each query Q% =



simplicity instead of pf)t (D; Fo_,» Ao_,))-

Fix t € [tmax] and b € S. Without the optimization, as
in Eq. 84, the device would pay for each report sent to any
querier, which would give:

Pr[}, cge pf,t(D) +XP =P
n — — (121)
Pr[ZreRE pri(D+x)+ X7 =0/]
< > Ac(pl passt/Af (122)

b
rER;

Instead of upper-bounding the difference || pf,t(D) -
pf’t(D + x)|| for each report by A,(p,) separately, which
takes a maximum over all D right away, we keep information
about D a bit longer. This will allow us to leverage the fact
that reports pf’t across different time steps and queriers tied
to the same identifier r are correlated:

Pr[Y, cpr (D) + X} =0f]
n (123)
Pr[ 3, cqe pL, (D +x) + X} = 0]
< > lpk (D) = pk (D + )11/} (124)

b
reR;

For a report identifier r € Z, we now define 7, which
keeps track of all queriers that requested a report from r and
the time steps at which they requested it:

77 = {(t,b) € [tmax] X S : 7 € RV} (125)

This notation allows us to swap the sums, after putting
Eq. 124 into Eq. 120:

‘ln Pr[q(D + x¢) = 0] )‘
Pr[g(D + x) =v]

tmax

<22, 2 k@) =p D+ x)l/A (127)

1=1 beS reR?

=30 > lpbD) = ph(D+x)/AF (128)

reZ (t,b) ey

(126)

Fix a report identifier r € Z corresponding to a his-
togram attribution object a,. Denote by (#y, by) the first
time-step/querier pair that requests a report from r, thereby
calling MeasureConversion. By Lem. D.4, we have:

D0 P2 (D) = pE(D + x)I1/28 < passls, - A(ar) /A7
(t.b)eTy
(129)

Finally, since passi"to implies that erb’ b = Dx(ar)/ /Ifoo passes
the global budget, by the definition of global budget, Eq. 128
becomes:

In Pr[g(D + x¢) =] (130)
Pr{g(D + x) =]
< Z passlr’ftoeff’to (131)
rez
< €Eglobal (132)
which concludes the proof. O

Remark. Lem. D.3 and D.4 show that for histogram reports
with k > 1 epochs, Alg. 12 spends up to |b| times less budget
than Alg. 5 when |b| queriers request reports from the same
conversion with a single report identifier r. This is because
the privacy loss in these cases is proportional to A(p) =
2a™* . For histogram reports with a single epoch, we can use
the individual sensitivity, which renders this optimization
unnecessary.



	Abstract
	1 Introduction
	2 Background
	2.1 Attribution API Architecture
	2.2 Cookie Monster Accounting
	2.3 Queriers and Privacy Guarantees

	3 Contribution 1: Per-Querier DP Analysis
	3.1 Multi-Querier System Model
	3.2 Failure Mode 1: Adaptive Data Generation
	3.3 Failure Mode 2: Shared Limits
	3.4 Siloing Assumption and Takeaways

	4 Contribution 2: Global IDP with Big Bird
	4.1 Threat Model
	4.2 Candidate Approaches
	4.3 Big Bird Design
	4.4 Resilience Guarantee
	4.5 Privacy Guarantee
	4.6 Prototype as Reference Implementation

	5 Evaluation
	5.1 Methodology
	5.2 Quota Configuration on Criteo
	5.3 Utility and Resilience with Quota Configuration
	5.4 Impact of Attacker Strength

	6 Additional Related Work
	7 Conclusions
	Acknowledgments
	References
	A Per-Querier DP Analysis (§3 Proofs)
	A.1 Data Adaptivity
	A.2 Shared Limits
	A.3 Extension to Individual DP filters
	A.4 Querier-Siloing Assumption

	B Global IDP with Big Bird (§4 Proofs)
	B.1 Data and query model for Big Bird
	B.2 Comprehensive Big Bird Model
	B.3 Global Privacy Guarantees
	B.4 DoS Resilience
	B.5 Simplified model (for educational purposes)

	C Examples of Cap Interactions with Device-Epoch IDP
	D Cross-report Privacy Loss Optimization
	D.1 Example
	D.2 Problem Statement
	D.3 Algorithm
	D.4 Histogram reports definition and properties
	D.5 Privacy proof


